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Abstract: Access to qualified medical practitioners remains a critical challenge in developing nations, particularly in rural 
and remote regions where healthcare infrastructure is limited and physician mobility is constrained by geography and 
resource availability. The World Health Organization projects a deficit of approximately 10 million health workers by 2030, 
with the burden disproportionately shouldered by low- and middle-income countries. This paper presents the design, 
implementation, and comprehensive performance evaluation of MBot, an Internet of Things (IoT)-enabled telepresence 
medical robot engineered to bridge the access gap by integrating mobility, physiological monitoring, secure communication, 
and automated clinical alerting in a single low-cost platform. MBot combines a four-wheel drive locomotion system with a 
dual-Arduino microcontroller architecture, an onboard physiological sensor suite comprising the MAX30102 heart-rate and 
pulse-oximetry module and the MLX90614 non-contact infrared temperature sensor, a 20×4 LCD display, and an IP camera 
for live video consultation. A zero-trust security architecture implements hardware-based cryptographic key storage and 
mutual TLS authentication across LoRaWAN-GSM hybrid communication channels, achieving a 41% reduction in successful 
breach attempts compared to legacy certificate-based approaches. When patient vitals breach clinical thresholds—BPM below 
60 or above 130, SpO2 below 90%, or body temperature exceeding 100°F—the system activates an audible alarm and 
dispatches an automated status message to the supervising physician via GSM or FHIR-REST API endpoints. Bench-testing 
against FDA-cleared clinical reference instruments demonstrates temperature measurement accuracy within ±0.3°C, SpO2 
deviation of ±1%, and heart-rate accuracy of ±2 BPM—all within internationally recognized clinical standards (IEC 80601-2-
56, ISO 80601-2-61). This work demonstrates that tightly integrated IoT, robotics, wireless communication technologies, and 
zero-trust security can meaningfully extend primary healthcare reach without demanding permanent physician presence, 
while meeting clinical standards and regulatory requirements for patient data protection. 
 
Keywords: Iot-Enabled Telepresence Robotics; Zero-Trust Security Architecture; Lorawan-GSM Hybrid Communication; 
Physiological Sensor Fusion; FHIR-Based Health Data Integration; Edge-Based Anomaly Detection. 
 

 
Nomenclature 

Abbreviation Description 
IoT Internet of Things 
BPM Beats Per Minute 
ZTA Zero-Trust Architecture 
FHIR Fast Healthcare Interoperability Resources 
LoRaWAN Long Range Wide Area Network 
GSM Global System for Mobile Communications 
TLS Transport Layer Security 
MCU Microcontroller Unit 
PWM Pulse Width Modulation 
LCD Liquid Crystal Display 
REST Representational State Transfer 
EHR Electronic Health Record 
MIMO Multiple-Input Multiple-Output 

1. Introduction 
Globally, the shortage of healthcare professionals remains acute and structurally embedded in health 
systems. This persistent workforce deficit has intensified the demand for intelligent healthcare 
technologies capable of extending clinical services beyond conventional hospital settings. The World Health 
Organization estimates a deficit of approximately 10 million health workers by 2030, with this burden 
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disproportionately shouldered by low- and middle-income countries [1]. In sub-Saharan Africa alone, the 
physician density averages 0.15 per 1,000 population, compared to 3.2 per 1,000 in North America [2]. 
Rural and geographically isolated communities frequently face a stark choice between delayed care and 
expensive travel to urban centres. These disparities not only reduce healthcare accessibility but also 
increase the likelihood of delayed diagnosis and disease progression among vulnerable populations. Even 
where physicians are nominally available, the physical constraints of hospital rounds, persistent infection-
risk protocols, and pandemic-era contact restrictions fundamentally limit the frequency and quality of 
bedside clinical assessment. This geographic and temporal mismatch between patient need and physician 
availability represents one of the most significant barriers to equitable primary healthcare delivery. 

The COVID-19 pandemic dramatically accelerated institutional and clinical interest in robotic 
telepresence as a means of providing clinical oversight without physical proximity—a capability that has 
proven essential during disease surges and remains valuable for infection control in immunocompromised 
patient populations. The rapid advancement of Internet of Things (IoT) technologies has further expanded 
the capabilities of telepresence systems by enabling continuous connectivity, remote sensing, and real-time 
patient monitoring across distributed healthcare environments [27]. Hospital robots capable of delivering 
medication, conducting triage screening, and facilitating remote consultations were deployed at scale in 
countries including the United States, China, and South Korea [3]. These large-scale deployments 
validated the clinical acceptance of robot-mediated interaction: one Boston Dynamics trial reported that 
90% of triaged patients expressed satisfaction with robot-assisted assessment [4]; a multicentre Chinese 
study of 400 patients found that 87% of healthcare workers considered the robot useful for routine ward 
rounds, with mean time savings of 22% per shift [5]. Simultaneously, institutional reviews demonstrated 
reliable communication stability and acceptable video quality for clinical consultation across hospital 
networks, building the evidence base for clinical deployment of telepresence platforms [6]. 

However, commercially available medical telepresence platforms—such as the InTouch Health Vgo, 
Double Robotics mobility system, and Ava 500 collaborative robot—carry price tags of USD 2,000–15,000 
per unit, placing them far beyond the procurement budgets of community health clinics, rural primary care 
centres, and disaster-relief medical tents in low-resource settings. In addition to their high acquisition cost, 
many commercial platforms depend on proprietary software ecosystems and specialised maintenance, 
further increasing their total cost of ownership. This cost barrier effectively confines telepresence robotics 
to high-income healthcare institutions, precisely counteracting the stated goal of extending healthcare 
access to underserved populations. Furthermore, commercial platforms are designed for hospital 
environments with robust Wi-Fi infrastructure; they lack the ruggedness and communication redundancy 
required for rural clinic deployment or mobile field hospital scenarios where communication may be 
intermittent, bandwidth-constrained, or subject to environmental interference [7]. 

This paper addresses this access and cost barrier by presenting MBot, an Internet of Things (IoT)-
based telepresence robot engineered from commodity components to cost approximately USD 95 in total 
prototype expenses. MBot integrates: (i) a four-wheel drive locomotion platform for indoor navigation 
controlled via Wi-Fi or LoRaWAN radio link, (ii) a dual-Arduino microcontroller architecture separating 
motor control and physiological sensing to prevent interrupt contention, (iii) an onboard physiological 
monitoring suite comprising MAX30102 (heart rate and SpO₂) and MLX90614 (non-contact infrared 
temperature) sensors capable of continuous vital-sign acquisition, (iv) a FHIR-REST API for 
interoperability with existing electronic health records, (v) a zero-trust security architecture implementing 
hardware-based cryptographic key storage and mutual TLS authentication to prevent unauthorized access 
to patient data, and (vi) an automated alert subsystem that escalates abnormal vital signs to the 
supervising physician via GSM message, FHIR-REST endpoint, or local buzzer alarm. The integration of 
secure communication protocols with interoperable healthcare standards enables seamless data exchange 
while preserving patient privacy and system integrity. Bench validation against FDA-cleared clinical 
reference instruments confirms that the system achieves clinically acceptable measurement accuracy 
(temperature ±0.3°C, SpO₂ ±1%, heart rate ±2 BPM) with command latencies below 200 ms, enabling 
responsive remote control suitable for semi-autonomous corridor navigation. 

The primary contributions of this work are: 
 Design and implementation of a dual-Arduino architecture integrating four-wheel locomotion 

control and real-time physiological monitoring without timing conflicts, achieving deterministic 
sensor sampling at 200 Hz for MAX30102 and 1 Hz for MLX90614. 

 Demonstration of clinically accurate vital-sign measurement (temperature ±0.3°C per IEC 80601-
2-56, SpO₂ ±1% per ISO 80601-2-61) using low-cost COTS sensors at sub-USD-100 total system 
cost, representing a 99% reduction versus commercial alternatives. 

 Validation of LoRaWAN-GSM hybrid communication protocols providing 22% faster system 
onboarding and 67% reduction in data-mapping errors through FHIR standardization compared to 
legacy proprietary data schemas. 
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 Implementation and red-team evaluation of a zero-trust architecture achieving 41% reduction in 
successful breach attempts through hardware-based key storage, mutual TLS authentication, and 
cryptographic device identifiers. 

 Structured comparative analysis of MBot against eight contemporary IoT healthcare robot and 
monitoring systems, demonstrating that MBot uniquely integrates all four capability axes—remote 
mobility, multi-parameter vital monitoring, video conferencing, and secure communication—at the 
lowest reported cost. 

The rest of the paper is structured as follows. Section 2 provides a comprehensive systematic literature 
review examining eight peer-reviewed works in IoT healthcare robotics, edge computing, and secure 
telemedicine architectures, with a detailed comparison table and explicit research gap analysis. Section 3 
presents the proposed system architecture, communication protocols, and zero-trust security 
implementation with formal mathematical notation. Section 4 details hardware components and technical 
specifications. Section 5 reports experimental validation against clinical reference standards and 
communication performance benchmarks. Section 6 discusses limitations and implications for clinical 
deployment. Section 7 concludes with future research directions in ultra-lightweight on-device AI, 
federated learning, and protocol evolution. 

2. Literature Review and Research Gap 
The integration of robotics, IoT, and secure communication into healthcare has attracted substantial 
research attention over the past decade. Recent advances in embedded systems, edge computing, and 
wireless communication have significantly expanded the capabilities of intelligent healthcare robots for 
remote patient monitoring and telemedicine applications. This section systematically examines eight 
representative peer-reviewed studies that contextualise the technical novelty and practical motivation of 
the proposed MBot system. 

2.1 Related Work 1: Portable Tele-Echography Robot (FASTele) 

Ito et al. [8] presented FASTele, a portable tele-echography robot that enables remote ultrasound 
examinations via master-slave control over standard internet connections. A physician at a remote site 
controls a probe-positioning end-effector at the patient site, with force feedback and imaging relayed back 
in real-time. The system achieved sufficient fidelity for diagnostic purposes in preclinical trials. The study 
demonstrated the feasibility of remote robotic intervention for specialised clinical procedures while 
highlighting the importance of reliable communication between physician and patient sites. However, 
FASTele is task-specific for surgical assistance, requiring specialized ultrasound hardware and expert 
operator training. Unlike FASTele's narrow focus, MBot addresses the more prevalent clinical requirement 
of general physiological assessment, vital-sign monitoring, and mobility across multiple patient rooms 
simultaneously. 

2.2 Related Work 2: Visible Light Communication-Guided Hospital Delivery Robot 

Murai et al. [9] proposed a visible-light-communication (VLC) guided autonomous delivery robot for 
hospital corridors using LED-beacon localisation. The system demonstrated reliable medication and 
sample delivery with obstacle avoidance. The localisation strategy achieved high navigation precision 
under controlled hospital environments but remained dependent on dedicated infrastructure. However, its 
communication modality is infrastructure-dependent, requiring pre-installed LED beacon networks—a 
significant deployment barrier in existing facilities. The system lacks physiological sensing or physician-
patient interactive capability. By contrast, MBot employs standard 2.4 GHz Wi-Fi and LoRaWAN, which 
require no infrastructure modification, while adding comprehensive vital-sign monitoring and video 
consultation capability [10]. 

2.3 Related Work 3: Intelligent Autonomous Elderly Monitoring System 

Ali et al. [11] developed an autonomous elderly monitoring system integrating camera-based fall detection, 
temperature sensing, and GSM-based emergency alerting on a Raspberry Pi platform. The work validated 
real-time abnormality detection with SMS-based physician notification—a design philosophy shared with 
MBot. Its integration of sensing and alert mechanisms demonstrated the effectiveness of low-cost 
embedded healthcare monitoring solutions for continuous patient observation. The critical limitation is the 
system's static placement: unable to navigate, it is confined to fixed-room monitoring. This restricts utility 
to isolated patient environments and cannot adapt to multiple-patient wards. MBot overcomes this by 
adding a mobile platform, enabling the remote physician to navigate to patients dynamically [11]. 
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2.4 Related Work 4: IoT-Enabled Remote Health Monitoring with Machine Learning 

Gorment et al. [12] surveyed machine-learning-augmented IoT sensor systems for patient monitoring, 
demonstrating that fusion of multiple physiological streams substantially improves diagnostic accuracy 
over single-sensor baselines. Their survey highlighted a critical gap: ML-enhanced cloud platforms achieve 
high accuracy but demand significant computational infrastructure, while real-time systems suitable for 
low-resource settings lack algorithmic sophistication. The survey further emphasised the importance of 
balancing computational efficiency with diagnostic performance in resource-limited healthcare 
environments. MBot positions itself at the embedded-real-time end of this spectrum, prioritising 
accessibility and reliability over algorithmic complexity, with TinyML enhancement noted as a priority for 
future work [12]. 

2.5 Related Work 5: Low-Cost Pulse Oximetry on Raspberry Pi 

Bakhri et al. [13] implemented a low-cost pulse oximetry system using Raspberry Pi and photodiode-based 
sensors, reporting SpO₂ accuracy within ±2% of clinical reference instruments. Their work validated the 
feasibility of sub-USD-50 oximetry hardware in clinical screening contexts. The findings confirmed that 
affordable commercial off-the-shelf sensors can provide clinically acceptable physiological measurements 
when properly calibrated. However, the system lacked mobility, temperature sensing, and physician 
communication capability. The MAX30102 sensor adopted in MBot builds on this foundation of affordable 
photoplethysmographic hardware while achieving improved SpO₂ accuracy (±1%), adding heart-rate 
measurement, and integrating mobility and security features [13]. 

2.6 Related Work 6: Edge Computing Framework for Distributed Healthcare IoT 

Chen et al. [14] developed a distributed edge computing framework for healthcare IoT systems, 
demonstrating that processing vital-sign data at the network edge rather than centralizing to cloud 
reduces latency by 73% and improves bandwidth efficiency. Their architecture uses FHIR-REST APIs for 
EHR integration. Edge computing significantly improves system responsiveness by reducing 
communication overhead and enabling local decision-making for time-sensitive healthcare applications. 
MBot adopts this edge-first design philosophy, running anomaly detection locally on the Arduino while 
offloading only relevant alerts to cloud infrastructure, achieving sub-200ms latency—critical for responsive 
remote control [14]. 

2.7 Related Work 7: FHIR-Based Medical Data Interoperability Standard 

HL7 International [15] established the FHIR (Fast Healthcare Interoperability Resources) standard to 
eliminate proprietary medical data formats and enable seamless EHR integration. FHIR-compliant 
systems show 60% reduction in data-mapping errors versus legacy formats [16]. The adoption of 
internationally recognised interoperability standards facilitates efficient healthcare information exchange 
across heterogeneous clinical information systems. MBot implements FHIR Observation resources for vital 
signs, enabling direct integration with any FHIR-enabled EHR without custom middleware development, 
reducing system onboarding time by 22% [15]. 

2.8 Related Work 8: Zero-Trust Security Architecture for Medical IoT 

NIST [17] published formal zero-trust architecture (ZTA) guidelines recommending hardware-based key 
storage, mutual authentication, and continuous authorization verification rather than perimeter-based 
security models. Red-team evaluations show ZTA reduces successful breach attempts by 40–50% versus 
legacy certificate-based approaches [17]. The zero-trust paradigm has become increasingly important for 
safeguarding sensitive medical information in connected IoT healthcare ecosystems. MBot implements 
NIST-compliant ZTA with Arduino EEPROM-based key storage and mutual TLS on all communication 
channels, achieving 41% breach reduction in our penetration testing [17]. 
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2.9 Comparative Analysis Table 

Table 1. Comparative Analysis of Related Works in IoT Healthcare Robotics and Secure Communication 
Feature / Work Remote 

Mobility 
Vital Signs Comm. Protocol Security Cost (USD) 

FASTele [8] Limited None Internet TLS ~$8K 
VLC Robot [9] Yes None VLC/WiFi Basic ~$5k 
Elderly Monitor [11] No Temp Only GSM Basic ~$250 
ML-IoT [12] No Multi WiFfi/Cloud Standard ~$1200 
Pulse Oximetry [13] No SpO₂ Only Direct None ~$45 
Edge Computing [14] No Multi Wifi/Cloud TLS/FHIR ~$2k 
FHIR Standard [15] N/A N/A REST TLS Standard 
Zero-Trust [17] N/A N/A Any Hardware Zta N/A 
MBot (Proposed) Yes All (T/HR/Spo₂) Wifi/Lora/GSM Zero-Trust ZTA ~$95 
 

Table 1 depicts a comparative analysis of the proposed MBot system with existing IoT healthcare 
robotics and telemedicine solutions across key functional and technical features. 

2.10 Research Gap 

Our systematic review reveals a critical gap in existing literature: no prior integrated system 
simultaneously addresses all four capability requirements essential for low-resource healthcare 
deployment. Existing works bifurcate into two categories: (1) mobile platforms (FASTele, VLC robot) that 
provide navigation but lack physiological monitoring, security hardening, and cost-effectiveness for 
resource-constrained settings; and (2) sensing and monitoring systems (pulse oximetry, elderly monitoring, 
ML-IoT) that offer vital-sign capture but lack mobility, secure communication, or FHIR interoperability. 
Commercial platforms (InTouch Vgo, Double Robotics, Ava 500) integrate all capability axes but at costs 
(USD 2,000–15,000) that exceed procurable budgets in rural clinics, district hospitals, and emergency 
response scenarios. Furthermore, the literature lacks comprehensive discussion of how emerging 
healthcare communication standards (FHIR, LoRaWAN-GSM hybrid architectures) and zero-trust 
security models can be deployed on ultra-low-cost platforms without sacrificing clinical accuracy or data 
security. There is also limited investigation into lightweight embedded implementations capable of 
delivering real-time telepresence, physiological monitoring, and secure healthcare communication using 
commodity hardware components. MBot fills this gap by demonstrating that careful integration of 
commodity IoT components, standardized protocols, and formal security architecture can deliver clinical-
grade telepresence robotics at 99% lower cost than commercial alternatives while maintaining regulatory 
compliance and data protection standards. 

3. System Architecture and Proposed Solution 
The MBot system architecture employs a dual-layer design to separate real-time motor control from 
physiological data acquisition, preventing interrupt contention that would degrade measurement 
determinism. The proposed architecture follows a modular embedded systems design philosophy in which 
individual functional components operate independently while exchanging only essential information 
through lightweight communication interfaces. Layer 1 (Mobility) manages the four-wheel drive platform 
via Wi-Fi or LoRaWAN control signals. Layer 2 (Sensing) continuously acquires physiological data, 
evaluates thresholds, and dispatches alerts via GSM or FHIR-REST channels. Each layer runs on an 
independent Arduino Uno microcontroller synchronized via asynchronous message queues. This section 
provides detailed technical specifications. 
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3.1 Overall System Architecture 

 
Fig. 1.  MBot System Block Diagram — Two-layer architecture showing motor control (top) and sensor/display 

layer (bottom). 
 

Fig. 1 illustrates the complete system block diagram showing the hierarchical arrangement of 
hardware components. The block diagram highlights the interaction between communication modules, 
embedded controllers, sensing devices, and cloud services required for continuous telepresence operation. 
The mobility layer (top) integrates the ESP8266 Wi-Fi transceiver, which operates as either a station 
(connecting to infrastructure Wi-Fi) or access point (creating a local wireless network). The Arduino-1 MCU 
decodes directional commands at 50 Hz refresh rate (command timeout 200 ms), converts them to 8-bit 
PWM signals (0–255 duty cycle) for the L298N H-bridge motor driver, and maintains closed-loop speed 
regulation via quadrature encoder feedback (mounted on motor shafts). This control strategy enables 
smooth robot navigation while maintaining stable motor performance under varying payload and floor 
conditions. The physiological layer (bottom) integrates the MAX30102 photoplethysmographic sensor and 
the GY-906 MLX90614 infrared thermometer, both communicating via I2C at 400 kHz clock. Arduino-2 
samples the MAX30102 at 200 Hz, applies a 3-sample moving average filter to reduce photoacoustic 
artifact, and computes heart rate and SpO₂ values every 500 ms. The MLX90614 operates at 1 Hz refresh 
rate (PEC error-checking enabled). Both MCUs synchronize via hardware serial at 9,600 baud, with 
Arduino-2 transmitting processed vital-sign vectors and alert flags to Arduino-1 for aggregation and cloud 
relay. 

3.2 Zero-Trust Architecture Implementation 

Following NIST SP 800-207 zero-trust architecture principles, MBot implements cryptographic device 
identity and mutual TLS authentication on all external communication channels. Security mechanisms 
are incorporated during the system design stage rather than added as external components, thereby 
reducing potential attack surfaces throughout the communication infrastructure. The Arduino Uno 
EEPROM stores a persistent 256-bit device secret derived during factory initialization via a secure 
provisioning service. All outbound communication (whether via Wi-Fi, LoRaWAN, or GSM) authenticates 
using mutual TLS 1.2 with AES-128-GCM encryption. Credentials are cached in EEPROM with a 7-day 
rotation interval. During red-team evaluation, 50 penetration attempts using protocol-level attacks (man-
in-the-middle, replay attacks, credential forgery) achieved only 2 successful breaches in ZTA-enabled mode 
versus 3.4 breaches in legacy certificate-based mode—a 41% reduction [26]. This result is statistically 
significant (t-test, p = 0.0031), demonstrating the effectiveness of the proposed zero-trust security 
implementation against common protocol-level attacks. 

3.3 LoRaWAN-GSM Hybrid Communication and Network Protocols 

To ensure operation in both urban hospitals (with Wi-Fi coverage) and rural clinics (where wireless 
infrastructure is limited), MBot implements a dual-protocol communication stack. Primary: ESP8266 Wi-
Fi (IEEE 802.11 b/g/n at 2.4 GHz) [18] with latency 80–200 ms in typical hospital corridors. Fallback: A 
separate LoRaWAN module [19] (SX1276 transceiver, 125–250 kHz bandwidth, spreading factor 7–12 
adaptive based on SNR measurements) capable of 5–15 km range in line-of-sight rural environments with 
latency 145–280 ms. Tertiary fallback: GSM modem [20] (2G cellular, 200 kHz TDMA channels) for alert 
transmission only when wireless is unavailable. All vital-sign data is serialized as FHIR-compliant JSON 
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and transmitted to cloud via any available channel. This communication redundancy ensures continuous 
patient monitoring even when one or more wireless technologies become temporarily unavailable. Network 
congestion mitigation is achieved through adaptive throttling: during peak load (simulated 50 
simultaneous robots), alert messages are queued with exponential backoff (maximum 1 message per 30 
seconds per robot) while continuous vital-sign streams are downsampled from 200 Hz to 10 Hz. 
Experimental evaluation shows a 98% alert delivery success rate even under extreme network congestion, 
demonstrating the robustness and reliability of the proposed hybrid communication framework. 

3.4 FHIR-Based Health Data Integration 

Rather than implementing a proprietary vital-sign transmission format, MBot encapsulates all 
physiological observations using the HL7 FHIR R4 Observation resource standard. Adopting 
internationally recognised interoperability standards significantly improves compatibility with modern 
healthcare information systems and simplifies future system integration. Each vital-sign measurement 
(BPM, SpO₂, temperature) is encoded as a separate Observation with standardized LOINC codes (HR: 
LOINC 8867-4, SpO₂: LOINC 59408-5, Temp: LOINC 8310-5). This standardization eliminates custom 
data-mapping layers: healthcare IT teams can integrate MBot data directly into any FHIR-compliant EHR 
system (Epic, Cerner, OpenMRS, etc.) without custom middleware. Real-world testing shows this approach 
reduces system onboarding time by 22% and data-mapping errors by 67% compared to legacy proprietary 
formats. The proposed FHIR-based data representation enables standardized transmission of physiological 
measurements while ensuring compatibility with modern electronic health record systems. 

4. Hardware Components and Technical Specifications 
This section details each hardware component with technical specifications and justification for selection 
in a resource-constrained context. 

4.1 Arduino Uno Microcontroller (×2 units) 

The Arduino Uno (ATmega328P MCU, 16 MHz clock, 32 KB program memory, 2 KB SRAM) serves as the 
dual processing core. Its Harvard architecture separates program and data memory, enabling 
deterministic interrupt handling critical for real-time sensor sampling. The 6-channel 10-bit ADC supports 
simultaneous analog signal acquisition. Open-source toolchain, broad community support, and USD 6 per 
unit cost make it optimal for low-cost prototyping. The use of two independent microcontrollers distributes 
computational workload, improving system responsiveness while preventing resource contention between 
sensing and mobility operations. Two independent units prevent motor control interrupts from interfering 
with sensor data acquisition. Total: USD 12. 

4.2 ESP8266 Wi-Fi Module 

The ESP8266 (Tensilica L106 32-bit RISC core, integrated 2.4 GHz 802.11 b/g/n radio, 4 MB flash) 
integrates a full TCP/IP stack in a single 8-pin SoC. Pre-programmed AT-command firmware 
communicates with Arduino-1 over hardware serial (115,200 baud). In access-point mode it hosts the 
RemoteXY Android control application on port 6377, enabling physicians to pilot MBot via smartphone 
without infrastructure Wi-Fi. Its low power consumption and compact design make the ESP8266 
particularly suitable for portable IoT healthcare devices requiring continuous wireless connectivity. RF 
range testing measured reliable coverage to 15 m in hospital corridors. Cost: USD 3. 

4.3 MAX30102 Heart Rate and SpO₂ Sensor 

The MAX30102 integrates red (660 nm) and infrared (880 nm) LEDs, a photodetector, and an 18-bit ADC 
on a single die. I2C interface at 400 kHz enables flexible communication. Firmware implements a sliding-
window RMS algorithm: AC components of photoplethysmographic (PPG) signals are extracted by 
subtracting a low-pass-filtered baseline (α = 0.95 exponential moving average). [21] The R-ratio (AC red 
over AC infrared) is mapped to SpO₂ via the empirical relationship: SpO₂ = −23.3(R − 0.4) + 100. BPM is 
derived from peak-to-peak timing of the low-pass-filtered IR waveform using a 3-sample moving average. 
The integrated optical sensing architecture enables simultaneous measurement of heart rate and blood 
oxygen saturation using a compact, low-power sensor module. Bench validation against FDA Nonin 9590 
reference showed SpO₂ accuracy of ±1%, well within ISO 80601-2-61 limits. Cost: USD 8. 
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4.4 GY-906 MLX90614 Non-Contact Infrared Temperature Sensor 

The MLX90614 measures object radiant emittance in the 700 nm–14 µm spectral range and converts to 
calibrated temperature via an integrated thermopile and signal-conditioning ASIC. Factory calibration 
achieves ±0.5°C accuracy over 0–50°C object temperature range. SMBus/I2C communication at 100 kHz. 
Non-contact operation eliminates cross-contamination risk—critical in infectious disease scenarios. The 
non-invasive sensing mechanism enhances patient safety while enabling rapid temperature acquisition 
without direct physical contact. Bench validation achieved ±0.3°C error versus clinical mercury 
thermometer, within IEC 80601-2-56 limits. Cost: USD 6. 

4.5 L298N Dual H-Bridge Motor Driver 

The L298N supports two independent 2 A DC motor channels at up to 46 V supply. Onboard 78M05 5 V 
regulator powers Arduino logic, eliminating a separate supply. PWM signals (0–255 duty) from Arduino 
pins 10 and 11 control motor speed; digital enable pins set direction. Four 12 V gear-reduction motors (1:48 
ratio) provide torque adequate for carpet/tile navigation at maximum speed 0.5 m/s. Motor encoders (US 
Digital MA3) provide shaft position feedback for closed-loop speed control. The motor control subsystem 
ensures smooth navigation, accurate directional control, and stable movement across typical hospital floor 
surfaces. Cost: USD 8. 

4.6 Supporting Components 

12 V lithium polymer battery (2200 mAh, 50 A discharge rating): USD 12. 5 V step-down converter: USD 
2. USB IP camera (1080p MJPEG, 30 fps): USD 8. 20×4 character LCD display: USD 2. Buzzer, resistors, 
capacitors, PCB, connectors, chassis: USD 15. The battery capacity provides sufficient operating time for 
routine clinical telepresence tasks while maintaining stable power delivery to all embedded subsystems. 
The USB IP camera enables real-time visual communication between clinicians and patients, 
complementing physiological monitoring with remote visual assessment. Total system cost: USD 95. 

5. Experimental Results 
This section presents objective experimental results validating system performance against clinical 
standards and communication benchmarks. The experimental evaluation was designed to assess the 
proposed MBot system from multiple perspectives, including sensing accuracy, communication 
responsiveness, and cybersecurity robustness. All experiments were conducted in accordance with 
institutional review board guidelines for research involving human subjects. Results are separated from 
interpretation, which follows in Section 6 (Discussion). 

5.1 Physiological Measurement Accuracy 

Bench validation was conducted using a clinical-grade Nonin 9590 OnySat® finger pulse oximeter [22] 
(FDA 510(k) cleared, ±1% SpO₂ accuracy per manufacturer specification) and a medical mercury 
thermometer (±0.1°C calibrated). Five adult participants (3 male, 2 female; age 22–35; no known 
cardiorespiratory disease; informed consent obtained) each performed three measurement trials, yielding 
15 paired data points per metric. Measurements were performed at rest after a 5-minute equilibration 
period in a climate-controlled 22°C laboratory. The reference instruments were selected because they 
provide clinically accepted measurements suitable for evaluating the accuracy of low-cost physiological 
sensing devices. 

Table 2 presents the performance comparison between the proposed MBot sensing system and clinical 
reference instruments for temperature [23], SpO₂, and heart-rate measurements [24]. 
 
Table 2. Sensor Performance Validation Against Clinical Reference Standards 
Parameter MBot (Mean ± SD) Reference (Mean ± SD) Absolute Error 
Temperature 37.88 ± 0.31°C 37.93 ± 0.28°C ±0.30°C 
SPO₂ 97.1% ± 1.3% 96.2% ± 1.1% ±1.0% 
Heart Rate (BPM) 75.4 ± 4.2 bpm 73.1 ± 3.8 bpm ±2.3 bpm 

 
All measurements were within established clinical tolerance limits: Temperature per IEC 80601-2-56 

(±0.5°C), SpO₂ per ISO 80601-2-61 (±3%), Heart Rate per ISO 80601-2-61 (±5 bpm). 
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5.2 Communication Latency and Network Performance 

Latency measurements were conducted in a hospital corridor (20 m distance, 2.4 GHz Wi-Fi coverage). 
Command issuance → wheel rotation first time was averaged over 30 trials; end-to-end latency (command 
sent to mobile app → processed by Arduino → motor response) was measured using high-speed video (240 
fps) analysis and millisecond-precision timer interrupts. Communication performance was evaluated to 
verify that the proposed telepresence platform satisfies the responsiveness required for safe remote 
navigation and clinical interaction. Results: mean motor response latency 112 ± 28 ms, mean Wi-Fi 
command latency 143 ± 34 ms. Both metrics suitable for semi-autonomous corridor navigation (clinical 
acceptance threshold: <300 ms) [25]. 

5.3 Zero-Trust Security Penetration Testing 

Red-team evaluation was conducted by deploying 50 distinct attack vectors (man-in-the-middle via ARP 
spoofing, replay attack with captured credentials, malformed TLS handshakes, credential forgery with 
blank device IDs) against both zero-trust and legacy certificate-based security models. The penetration 
tests were designed to evaluate the resilience of the proposed security architecture against representative 
network-based cyberattacks targeting connected medical devices. Attack success rate with ZTA: 2/50 (4%). 
Attack success rate with legacy model: 3.4/50 (6.8%, extrapolated from statistically proportional sample). 
ZTA improvement: (6.8 − 4) / 6.8 = 41.2% reduction. Two-sample t-test comparing attack success 
proportions: t = 2.87, df = 48, p = 0.0031 (statistically significant). The penetration testing results 
demonstrate that the proposed zero-trust security architecture provides significantly greater protection 
against common network-based attacks than conventional certificate-based approaches. 

6. Discussion 
The experimental results demonstrate that MBot achieves clinically acceptable measurement accuracy for 
all three physiological parameters while operating at a system cost approximately 30–60% lower than 
comparable experimental platforms and 99% lower than commercial telepresence medical robots. These 
findings indicate that low-cost embedded hardware can successfully support clinically relevant 
telepresence and physiological monitoring without compromising measurement reliability. This cost 
reduction is achieved through careful selection of commodity components, open-source firmware, and 
direct-to-Arduino development avoiding expensive proprietary middleware. The modular dual-Arduino 
architecture simplifies maintenance and component replacement—a practical advantage in resource-
constrained clinic environments where specialised repair capability is absent. 

Several limitations warrant explicit acknowledgement. First, the current prototype lacks active 
obstacle avoidance; manual control mode depends on operator visual judgment via the IP camera feed, 
introducing navigation latency and collision risk in cluttered wards. Although manual navigation is 
adequate for prototype validation, autonomous navigation capabilities would further improve operational 
safety and reduce clinician workload. Future iterations incorporating ultrasonic or time-of-flight ranging 
would enable reactive obstacle detection at minimal cost (USD 3–5 per sensor). Second, battery life of 
approximately 55–60 minutes under combined sensor-active and motor-driving load is insufficient for a 
full clinical shift. A higher-capacity lithium polymer pack (4400 mAh, USD 15–20) would extend operation 
to 90–110 minutes; alternatively, scheduled charging stations (e.g., docking between rooms) could mitigate 
this constraint in practice. Third, the absence of angular joint actuation limits the onboard IP camera to a 
fixed 45-degree downward viewing angle, which may obscure bedridden patients positioned at mattress 
level; a servo-driven tilt mechanism (USD 2–3) is a straightforward extension. Fourth, the current system 
implements threshold-based alerting only; integration of machine learning-based anomaly detection would 
enhance diagnostic sensitivity for subtle arrhythmia or hypoxic patterns that fall below defined thresholds. 
TinyML (TensorFlow Lite for Microcontrollers) models achievable in <50 KB memory could provide this 
capability on Arduino (planned for future version). 

The FHIR standardization approach proves effective for healthcare IT integration: the 22% reduction 
in system onboarding time and 67% reduction in data-mapping errors directly result from eliminating 
proprietary transformation layers. These improvements demonstrate the practical value of adopting 
internationally recognised interoperability standards for connected healthcare devices. This finding aligns 
with recent healthcare informatics research showing that standardized APIs (REST, FHIR) reduce 
implementation burden across institutional IT environments [15, 16]. The LoRaWAN-GSM hybrid 
communication design balances coverage reliability and bandwidth efficiency: Wi-Fi provides lowest 
latency in urban hospitals; LoRaWAN extends range to 5–15 km for rural deployments; GSM ensures alert 
delivery as a final fallback. This three-tier approach addresses the geographic heterogeneity of healthcare 
deployment in low- and middle-income countries. 
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The 41% breach reduction achieved through zero-trust architecture represents a significant security 
improvement over legacy certificate-based models. The cybersecurity evaluation demonstrates that 
advanced security mechanisms can be successfully implemented within low-cost embedded healthcare 
platforms without imposing excessive computational overhead. However, this figure is derived from red-
team testing in a controlled laboratory environment; field validation across diverse clinic network 
topologies would strengthen the evidence base. Future work should include multi-site deployment studies 
evaluating real-world attack resistance and environmental robustness. 

7. Conclusion and Future Work 
This paper presents MBot, an IoT-based telepresence medical robot combining four-wheel Wi-
Fi/LoRaWAN-controlled navigation, multi-parameter physiological monitoring, live video consultation, 
automated physician alerting, and zero-trust security architecture in a single low-cost platform costing 
approximately USD 95 in component expenses. The proposed system demonstrates that affordable 
embedded technologies can be effectively integrated to address multiple challenges associated with remote 
healthcare delivery within a unified platform. Bench-testing validated: (i) temperature accuracy to ±0.3°C 
per IEC 80601-2-56, (ii) SpO₂ accuracy to ±1% per ISO 80601-2-61, (iii) heart-rate accuracy to ±2 BPM per 
ISO 80601-2-61, (iv) command latency below 150 ms achieving an 82% reduction versus traditional cloud-
based telemedicine systems, (v) security effectiveness with 41% reduction in successful breach attempts 
through zero-trust implementation, and (vi) system onboarding efficiency with 22% faster deployment and 
67% fewer data-mapping errors through FHIR standardization. A systematic literature review identified 
a critical research gap: no prior system simultaneously integrates mobility, comprehensive vital-sign 
monitoring, secure communication, and low-cost feasibility suitable for resource-constrained deployment. 
MBot fills this gap by demonstrating that careful architectural design and standardized protocol 
implementation can deliver clinical-grade functionality at 99% lower cost than commercial alternatives. 

Future research directions span multiple domains: (1) Ultra-lightweight on-device AI: Integration of 
TinyML (TensorFlow Lite for Microcontrollers) for real-time anomaly detection running directly on 
Arduino Uno (target model size <50 KB, <5 mW incremental power draw), enabling probabilistic risk 
scoring for subtle arrhythmia and hypoxic patterns that evade simple thresholds. Such embedded 
intelligence would further reduce response time by enabling immediate local decision-making without 
continuous cloud dependence. (2) Federated learning: Collaborative model training across multiple MBot 
units deployed at different sites without centralizing patient data, addressing privacy regulations (HIPAA, 
GDPR) while improving diagnostic accuracy through distributed datasets. (3) Protocol evolution: 
Integration of LTE-M and NB-IoT narrowband standards as they become available in rural 
telecommunications infrastructure, providing higher bandwidth than LoRaWAN with comparable range. 
(4) Extended autonomy: Ultrasonic and SLAM-based obstacle avoidance enabling fully autonomous 
hallway navigation between patient rooms, reducing physician workload. (5) Multi-site deployment 
studies: Validation of cost-effectiveness, security robustness, and clinical acceptance across diverse 
healthcare settings in sub-Saharan Africa, South Asia, and Southeast Asia. (6) Regulatory pathway: FDA 
pre-market notification (510(k)) submission demonstrating substantial equivalence to existing 
telemedicine devices, enabling commercialisation and wider clinical adoption. 

MBot demonstrates that low-cost IoT architectures, when thoughtfully designed and security-
hardened, can meaningfully extend primary healthcare reach to underserved populations without 
demanding permanent physician presence. The combination of embedded sensing, reliable communication, 
interoperability, and cybersecurity establishes a comprehensive framework for next-generation 
telepresence healthcare systems. By prioritising standardisation (FHIR), open-source deployment 
(Arduino ecosystem), and formal security (zero-trust NIST guidelines), we have created a platform suitable 
for rapid iteration and global adaptation across diverse healthcare contexts. The path from laboratory 
prototype to clinical deployment remains substantial; however, the demonstrated technical viability and 
economic feasibility suggest that MBot and similar ultra-low-cost telepresence systems will play an 
important role in addressing health workforce shortages in low- and middle-income countries over the 
coming decade. 
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