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Abstract: In the ever-evolving landscape of network security, the integration of advanced clustering methodologies within 
firewall infrastructures emerges as a pivotal strategy to enhance network service operability. This paper proposes the 
consolidation of multiple firewall entities into a unified structure through firewall clustering, capable of handling 
substantial data flows up to 100 gigabytes per second. By creating a collective logical unit, firewall clustering provides 
consolidated oversight and seamless integration into the network, thereby improving service accessibility and redundancy 
measures. Empirical research demonstrates a significant improvement of 45% in network service operability with firewall 
clusters, underscoring their importance in fortifying network resilience and throughput. This study explores the functional 
deployment and complexities of clustering, with a focus on Internet Service Provider networks, aiming to ensure continuous 
and reliable service delivery. 
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Nomenclature 

Abbriviation Expansion 
FTP File Transfer Protocol 
ASA Adaptive Security Appliance 
DCI Data Center Interconnects 
SNN Shallow Neural Network 
PODT Precision-Optimized Decision Tree 
ML Machine Learning 
NGFW Next-Generation Firewall 

1. Introduction 

In the contemporary digital landscape, characterized by escalating cyber threats and burgeoning network 
complexity, ensuring robust network security and availability has become paramount. Traditional 
firewall configurations, while foundational in safeguarding against threats, often fall short in addressing 
the evolving cyber security challenges. This necessitates the exploration of innovative defense 
mechanisms to bolster network resilience and mitigate potential vulnerabilities. 

This study endeavors to fill this gap by demystifying the intricate realm of clustering, and 
elucidating its conceptual underpinnings, practical applications, and network integration nuances. 
Beyond exploration, the mission is to elevate service availability by strategically harnessing the 
clustering facet within firewall systems. By examining the challenges of network metamorphosis and 
illuminating the path to enhanced service availability, this research seeks to contribute to the 
advancement of network security practices in dynamic network environments. 

In the realm of network systems, maintaining seamless connectivity amidst dynamic changes poses a 
persistent challenge. This instability can lead to data loss and communication disruptions, highlighting 
the critical importance of robust network resilience measures. The core proposition of this research 
revolves around comprehending and orchestrating firewalls through an administration server, with the 
Firewall Cluster element acting as a dynamic embodiment of provisioned firewalls entwined within the 
management server's framework. 

Recognizing this imperative, this study proposes a strategic approach that embraces NGFW 
clustering—an advanced integration of firewalls node soperating as a unified mechanism. Unlike 
traditional single-node configurations, firewall clustering consolidates multiple firewall entities into a 
cohesive structure, thereby optimizing processing workloads, eliminating unnecessary processes, and 
enhancing firewall resilience against cyber threats. 
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The remaining paper is aligned as follows: Section 2 covers the reference study. Section 3 explained 
the methodology. Section 4 included the practical implementation. Section 5 shows the simulation and 
result discussion. Section 6 mentions the conclusion and future direction. 

2. Reference Study 
The literature on network security and firewall technologies provides valuable insights into the 
challenges and opportunities associated with enhancing network availability. Previous studies have 
explored various aspects of firewall efficiency, including policy analysis, performance assessment, and 
dynamic algorithm advancements. However, there remains a gap in the literature concerning the 
comprehensive integration of clustering methodologies within firewall infrastructures to enhance 
network availability and resilience. 
 

1. A Revolutionary Method to Strengthen Cyber Security: This study introduces a 
groundbreaking firewall decision framework that enhances cyber security through smart 
analytics. The framework integrates SNN and PODT techniques from machine learning, 
achieving remarkable accuracy levels. 

2. Analyzing Firewall Policies: Focused on network security, this research utilizes advanced ML 
and data analysis techniques to identify irregularities in firewall configurations. 

3. Assessing the Performance of Stateful Firewalls: This study incorporates stateful firewall 
functionality with a focus on flow scheduling, aiming to optimize control distribution. 

4. Advancements in Dynamic Firewall Algorithms: This study aims to enhance the efficiency of 
firewalls in multi-cloud environments. 

3. Methodology 
Our proposed methodology employs advanced clustering techniques to create a hierarchical structure 
with Master and Subordinate units. This section elaborates on cluster member dynamics, cluster 
interface configuration, cluster management connectivity, and harmonious configuration redundancy. 
Additionally, it discusses the prerequisites for ASA clustering essentials and optimization of data center 
interconnects for cross-site clustering scalability. 

3.1 Research Materials and Methods 
 

o Cluster Member Dynamics and Master/Slave Relationships: Describes the hierarchical 
structure of a firewall cluster with a Master unit and subordinate members. Emphasizes the 
Master's exclusive role in configuration, and safeguarding certain features. Compares the Master 
to an ensemble, ensuring unity and replication of configuration changes. 

o Cluster Interface: Cluster interfaces can be configured as Ether Channel bundles or individual 
interfaces. All interface data within a group should be of the same type. 

o Cluster Management Connectivity: Each unit needs to allocate a minimum of one hardware 
interface to facilitate control communication within the cluster. 

o Configuration Redundancy: Introduces the concept of a shared configuration tapestry within 
the cluster. Changes to configurations originate solely from the Master unit, initiating a 
synchronized cascade across all subordinate units, reinforcing harmony, unity, and impeccable 
synchronization. 

o 5-ASA Cluster Management Symphony: Unveils the advantages of simplified management 
within ASA clustering. Explores key themes such as the architecture of the management network, 
the significance of the management interface, roles of Master and Subordinate units, RSA key 
replication, and ASDM authentication complexities. 

3.2 Management Network 
Emphasizes the importance of a dedicated Management Network in ASA clustering. Advocates for a 
separate channel for management commands to flow unimpeded, enhancing the efficiency of cluster 
management. 

3.3 Unveiling the Management Interface Elegance 
Proposes the use of dedicated management inter faces for efficient clusters. The configuration options for 
these interfaces highlight the significance of IP addresses, individuality, and the Master unit's role in 
guiding the ensemble. 
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3.4 Mastery in Management: Master and Subordinate Units 
Defines the roles of Master and Subordinate units in the cluster management. Describes the Master unit 
as the runtime statistics and monitoring tasks. 

3.5 RSA Symmetric Key 
In the RSA key generation, a primary unit (master) is the RSA key shared across the cluster. This 
synchronization is not merely a reflection but also for security. However, when there are transitions, the 
connection changes. An SSH session to the primary unit's IP address pauses if the master unit falters. 
Yet, with a new primary unit, SSH connections resume their process with the temporary storage of SSH 
host keys. 

In the realm of ASDM connections, a self-signed certificate unfolds, tied to the local IP address. A 
dissonance arises when the primary IP address beckons—a warning of "IP Address Mismatch." Despite 
the warning, connections are possible, but a remedy can be arranged with certificates, embracing both 
the primary cluster's IP address and its local counterparts. The connection unfolds with a warning's echo. 

In the inter-site deployment, ASA clustering plays a strategic role in arranging flow based on site 
identifiers. Clusters with distinct site layers with MAC and IP addresses resonating with each site's 
essence. Originating packets mirror the site's addresses, while received packets adopt a common address, 
preventing confusion among switches. 

The ASA clustering licenses unfold a rule of harmony through diversity. Units in a cluster aren't 
bound by identical licenses. The master unit often carries a license, echoing to subordinate units, 
harmonizing their license status.  

3.6 Prerequisites for ASA Clustering Essentials 

ASA Fire POWER Inclusion Note 
Highlights an inclusion note regarding ASA Fire POWER models. 
 

 Direct clustering for ASA Fire POWER models is not supported. 
 Despite this, these units can seamlessly integrate within the cluster arrangement. 

3.7 Prerequisites for Hardware and Software 
Uniformity in the Cluster: Emphasizes the need for consistency in hardware and software configurations 
within the cluster. 
 

 All units must have the same model and identical DRAM memory. 
 Flash memory variations are allowed. 
 Software is maintained during image upgrades. 
 Security context mode must be uniform across units, whether in singular or multiple contexts. 
 In single context mode, a unified firewalling or routing mode is essential for consistency. 
 New cluster members should replicate SSL encryption settings from the master unit for the 

initial control link connection. 
 For ASA 5585-X with 10 GE I/O licenses, cluster and encryption modes must align. 

3.8. ASA's Necessities: IP Addresses, Management, and More 
Outlines individual prerequisites for ASA units regarding IP addresses, management, and specifi 
configurations. 
 

 Each unit must have a unique IP address. 
 Administrative IP addresses, except for the master units are transient. 
 Upon a subordinate unit's entry into the cluster, its management interface configuration aligns 

with the master units. 
 Jumbo frames require enabling before clustering for enhanced connectivity. 

3.9. Optimizing Data Center Interconnects for Cross-Site Clustering Scalability 
Balancing Bandwidth Dynamics Across DCI  .In the cross-site clustering, the bandwidth reservation 
commences on the DCI link. Here, a calculation unfolds for cluster control traffic. The Calculation 
Ensemble: For each cluster member at a site, the calculation takes a measured step:  

     
         

2
   
 

Number of cluster members per site
Reservation Cluster Control Link Size per member

  
(1) 
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Variation in Member Counts: When sites introduce their cast of cluster members, the count may 
vary. To guide this, the calculation calls for a unifying principle: the larger count shall lead. Thus, the 
calculation encompasses the grandest performance across the sites.  

Minimum Bandwidth: The minimum DCI bandwidth mustn't fall below the cluster control link size 
of a single member. 
Examples:  
 

• For a quartet of members gracing two sites: Reservation = 5 Gbps (2/2 × 5 Gbps)  
• For a hexad of members across three sites, the tempo escalates: Reservation = 15 Gbps (3/2 × 10 

Gbps)  
• For a duo of members sharing two stages: Reservation = 10 Gbps (1/2 × 10 Gbps, though the 

minimum DCI bandwidth must remain below the cluster control link size of 10 Gbps) 

3.10 ASA Clustering Guidelines 
 

 Contextual Unison: Emphasizes the importance of consistent context mode across all cluster 
members for configurations. 

 Security Resonance: Stresses the need for firewall mode uniformity in single mode across all 
units. 

 Failover's Silent Retreat: Acknowledges the absence of failover bypass in clustering, 
highlighting their separate yet essential roles in protection. 

 IPv6, the Absent Note: Notes the focus on IPv4 in the cluster control link with IPv6 awaiting. 
 Switches as Supporting Cast 

 

• Provides guidelines for switches supporting ASA clustering. 
• ASR 9006 seeks MTU, highlighting an elevation of 14 bytes for non-default MTUs. 
• Recommends Spanning Tree Port Fast for efficient entry of new units into the 

choreography. 
• Provides recommendations for load balancing techniques, proposing the utilization of 

source-destination IP or source-destination IP port to enhance efficiency. 
• Addresses compatibility issues with LACP and undisturbed throughput. 
• Highlights considerations for Supervisor 2T Ether Channels, Cisco Nexus switches, and 

L4 flow validation. 
 

 Local Device Aria 
 

 Focuses on guidelines for local devices in the ASA clustering. 
 Ether Channels play the cluster and its control link used for separation, distinctiveness, and 

synchronization. 

4. Practical Implementation 
The practical implementation section illustrates the steps involved in implementing firewall clustering 
using the OPNET program. Through detailed instructions and diagrams, it demonstrates the 
configuration process and compares the performance of clustered and non-clustered firewall 
configurations in simulated network environments. 

4.1 Unveiling the Ensemble 
In this section of the practical realm, the steps of the network operation are cluster configuration, 
Interface Configuration, Routed Mode, Transparent Mode, and Convergence of Configuration. 
Initially, the components a reconfigured then the potential outcomes and the resonance of 
implementation impacts come into view. 
 

 Cluster configuration- Here, the approach groups the cluster control link cable, the 
management network's canvas, and the network's data threads.  

 Interface Configuration- Unites interfaces and extends the core across the chassis, a channel 
where each unit contributes its ability.  

 Routed Mode—a channel's identity. Here, the Ether Channel takes on a routed persona, 
bearing a single IP address, symbolizing its unity.  

 Transparent Mode—a collective spirit. The Ether Channel, adorned with an IP address 
assigned to the BVI, stands as a beacon of unity, a guiding light through transparency. 
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 Convergence of Configuration- Unified modes—Spanned Ether Channels or individual 
interfaces. Unity prevails as clusters synchronize into a single interface type. No mixing of steps 
within this choreography. 

4.2 Before Getting Started 
 

 Ensure to set the mode independently on each ASA unit planned for cluster inclusion. 
 The management interface can only be configured as a standalone interface. Even in Spanned 

Ether Channel mode, the management interface remains independent. 
 If the management interface is configured as an individual interface in Spanned Ether Channel 

mode, dynamic routing for the management interface cannot be enabled, necessitating the use of 
a static path instead. 

 In the multiple-context mode, a uniform interface type must be selected for all contexts. 

4.3 Execution Mechanism 
Step 1: Prioritize any incompatible configurations in advance to ensure the enforcement of the interface 
mode and facilitate subsequent configuration adjustments. This mode remains unchanged through the 
utilization of the following command: 

  |     cluster interface mode individual spanned check details
                      

 (1) 

Example: 
 #      ciscoasa config cluster interface mode spanned check details  

 
Step 2: Set the interface mode for the cluster. 

  |    cluster interface mode individual spanned force   (2) 

Example: 
   
 

There are no default settings and the node must be chosen explicitly. If the mode is not set the clustering 
system won't be enabled. The "force" option changes the mode without checking the configuration for 
incompatible settings. After changing the mode, any configuration issues should be addressed manually. 
Since no interface configuration can be fixed until the mode is set, we recommend using the "force" option 
to at least start from your current configuration.

 To remove the interface mode, the command is 
   no cluster interface mode                          (3) 

4.4Configuring Interfaces on the Master Unit 
Before activating the clustering system, it's imperative to adjust any interfaces currently set with an IP 
address to align with cluster requirements. This section outlines the process of configuring interfaces to 
ensure compatibility with clustering. Data interfaces can be configured either as Ether Channels or 
individual interfaces, each employing distinct load-balancing mechanisms. It's important to note that 
configuring both types simultaneously is not feasible, except for the management interface, which can 
remain individual even in Spanned Ether Channel mode. They are 
 

 Configure Individual Interfaces 
 Configure Ether Channels 

4.5Configuring Individual Interfaces 
Standalone interfaces function are conventional routed interfaces each obtaining an IP address from the 
designated pool. The principal IP address of the cluster remains fixed and is allocated to the current 
master unit. When operating in Spanned Ether Channel mode, it is recommended to configure the 
management interface as an independent interface. 

4.6 Prior to Initiation 
 

 Except for the management interface, all interfaces should be set to individual mode. 
 In multiple context mode, execute this process within each context. If you're not currently in the 

context configuration mode, employ the following command. 

   change to context name      (4) 

 #     ciscoasa config cluster interface mode spanned force
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 Load balancing needs to be configured on all adjacent devices for individual interfaces. External 
load balancing is unnecessary for the management interface. 

 For Ether Channel interfaces, the channel is local to the unit. 
 Management-only interfaces cannot be spanned interfaces. 
Now, To implement the previously mentioned concepts using the OPNET program. The following 

steps will outline our approach: 
Initially, examine a scenario involving users who request services such as email, web browsing, data 

transfer, and database access from remote servers over the Internet. This scenario is depicted in Fig 1. 
 

 
Fig.1. The studied network without the use of firewalls. 

 
To ensure the protection of servers, a firewall is subsequently introduced into the network, as 

depicted in Fig 2. This firewall restricts any user from accessing the server containing the database, 
while allowing the rest of the services to operate, as illustrated in Fig 3. 

 

 
Fig.2. The studied network with a single firewall. 

 

 
Fig. 3. The firewall prevents external access to the database server. 

 
In the network illustrated in Fig. 4, the concept of clustering is implemented by employing multiple 

firewalls within the cluster. This ensures redundancy and surplus in the communication process, 
eliminating the Single Point of Failure scenario. Additionally, the load is distributed among the three 
firewalls, enhancing the performance and productivity of the communication process. The concept of 
clustering is applied to the studied network as depicted in Fig. 5. 
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Fig. 4. Clustering concept with multiple firewalls. 

 

 
Fig. 5. The studied network using three firewalls within the clustering concept. 

5. Simulation and Results Discussion 
Empirical testing conducted using the OPNET program demonstrates the efficacy of firewall clustering 
in enhancing network availability and resilience. By analyzing data volume handling and network 
productivity in clustered and non-clustered firewall configurations, the study provides valuable insights 
into the tangible benefits of firewall clustering in real-world network scenarios. 

We will simulate the three previously described networks using the OPNET program, which stands 
out among simulation tools for its ability to measure sent and received data volumes, delay, and loss. It 
provides realistic results for the performance of the studied networks. We configure the network 
terminals to request services over the Internet from servers (Email-FTP-Web-Database). Then, we 
compare the performance of this network under three operational scenarios: 

 

1. No_Firewall: No firewall is used in the network. 
2. NO_Clustering: A single firewall is employed to prevent access to the database server. 
3. Clustered_Firewall: The clustering concept is applied using three firewalls to restrict access to 

the database server. 
 

Fig. 6 illustrates the received data volume for the database application across the three 
aforementioned operational scenarios. In the "No Firewall" scenario, received data is evident as users 
request the database service from the remote server. However, for scenarios with firewalls (both 
clustering and single firewall), the received data value is zero. This is due to the firewall preventing 
users from accessing the database application. 
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Fig. 6. Received Data Volume for the Database Application. 

 
Fig. 7 and Fig. 8 show the measurement of received data volume for the Data Transfer (FTP) and 

Web Browsing applications respectively. The received data volume for both applications is larger in the 
"Clustered_Firewall" scenario compared to the other scenarios. This can be attributed to the clustering 
operation of the firewalls, which effectively distributes the received data load across the firewall cluster. 
As a result, a greater quantity of data can be processed, ultimately enhancing the network's productivity. 

 

 
Fig. 7. Received Data Volume for the File Transfer (FTP) Application. 

 

 
Fig. 8. Received Data Volume for the Web Browsing (HTTP) Application. 
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6. Advantages and Disadvantages 

Advantages of the Proposed Method 
 

1. Enhanced Network Security. 
2. Improved Performance and Reliability. 
3. Efficient Load Balancing. 
4. Redundancy and Failover Protection. 

 

Disadvantages of the Proposed Method: 
 

1. Increased Complexity in Configuration. 
2. Higher Implementation and Maintenance Costs. 
3. Potential Performance Bottlenecks. 
4. Complex Troubleshooting and Diagnostics. 

7. Conclusion and Future Directions 
In conclusion, firewall clustering emerges as a promising strategy to enhance network availability and 
resilience in the face of evolving cyber security threats and network complexities. Future research could 
explore the optimization of clustering algorithms, integration with emerging technologies like SDN and 
AI, and practical implementation challenges in diverse network environments. 
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