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Abstract: The adoption of VPNs provides steady growth in the past decade because of its increased public awareness of
privacy and threads. VPN analysis and blocking are critical in network security due to the urgent need by many companies
and government organizations. This helps to secure the user’s privacy or Government censorship. Several VPN providers
perform streaming unblocking services. VPNs are used for online protection, however, many VPNs do not guarantee
privacy and may even compromise user privacy through leakage of traffic flows, data collection and sharing, and so forth. In
this paper, we have discussed the mechanism of VPN providers to facilitate access to geo-restrict content, copyrights, and
school and work content. We proposed MikroTik Firewall for blocking and the mechanisms to achieve the desired goals, as
well as the possibilities of bypassing this ban imposed on VPN networks. A step-by-step guide was provided to block
websites such as Facebook. Finally, a practical approach to VPN blocking using MikroTik helped to completely block the
network. To conclude, both objectives of this project were fully achieved and the scope of the study was followed thoroughly.
Finally, a practical approach to VPN blocking using MikroTik helped to completely block the network.
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Nomenclature

Internet Service Providers
Deep Packet Inspection
Virtual Private Networks
Round Trip Time

1. Introduction

VPN blocking is a technique used to block encrypted protocol communication methods used by VPN
systems [17]. It is often used by large organizations such as governments or national corporations, as a
tool for computer security or Internet censorship by preventing VPNs from being used to bypass firewall
systems [12] Network protection.

VPN access can be blocked in many different ways [18]. Ports used by popular VPN protocols such as
PPTP or L2TP, to establish their connections and transmit data are blocked by system administrators to
prevent their use on certain networks [19]. Similarly, a website can block access to its content by
blocking access from IP addresses known to belong to VPN providers [20]. Some governments are known
to block all access to external IP addresses since VPN use can involve connecting to remote hosts that are
not operating within the jurisdiction of that government. [1]

As organizations step up their efforts to block VPN access that bypasses their firewalls, VPN
providers are using more sophisticated techniques to make their connections less visible [14]. For
example, when the Chinese government began using deep packet inspection to identify VPN protocols,
Golden Frog began collecting OpenVPN packet metadata for the popular VyprVPN service to avoid
detection [2]. For example, Chinese internet users began reporting unstable connections in May 2011
while using VPNs to connect to external websites and services such as the Apple App Store. Universities
and companies have begun issuing warnings to stop using tools to circumvent the firewall [15].

In late 2012, companies that provide VPN services claimed that the Great Firewall of China was able
to "learn, detect and block" encrypted communication methods used by several different VPN systems
[16].In 2017, the government instructed telecom companies in China to ban individuals from using VPNs
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by February 2018. [3]. In Russia in July 2017, the State Duma passed a bill requiring ISPs to block
websites that offer VPNs, to prevent the spread of “extremist material” on the Internet. [4] It is unclear
exactly how Russia plans to implement its new regulations. Although it appears that both the Federal
Security Service (FSB) and ISPs will be tasked with identifying VPNs and cracking down on them.

The issue of banning VPN networks that hide the identity of the real user is a very important issue
at various levels, especially for institutions and companies, depending on their respective policies,
privacy,and property rights. This research aims to develop

e An in-depth study of the causes of VPN.

e Scenarios and types of blocking methods that are used for various VPNs.

e Implementation of a practical application to block the networks usingthe theMikroTik Router

environment.

The proposed method used MikroTik Firewall to block websites such as Facebook and other websites
to deny access. The experimental result showed the complete block of the network in the router
environment. The organization of this paper is in this order: Section 2 presents the literature review, and
Section 3 portrays the research method. The suggested method is explained in section 4. Section 5 covers
the Mikrotik firewall rule to block VPN servers section 6 provides the advantages and disadvantages,
Section 7 showed the result and finally, Section 7 concludes the paper with future work.

2. Literature Review

In 2022, Tejas Ravi Ghatikar and VemuriAnvesh Sai., [6] have implemented an automatic system to
detect the VPN address and deny access cost-effectively. This method was designed to support small-
scale websites in achieving high-level security from fraudulent activities. It grants or denies access to
users based on IP address and VPN-enabled IP address. Users with VPN were denied access to the
website.

In 2021, Fuziet al., [7] have used an open VPN protocol called Raspberry Pi 3 (RPi3) Model B+. This
method includes several phases, such as analysis requirements, design and implementation, testing, and
result analysis.SafeSearch was a viable solution for users who want to create a secure connection to
another network over the public Internet without paying a premium price for a good VPN service or
exposing themselves to targeted advertising when utilizing a free browser-based VPN.

In 2018, Afrozet al., [8] have used a combination of automated page loads, manual checking, TCP
traceroute, and stateful HTTP traceroute to explore the phenomenon of websites blocking users from
certain regions. The heuristics used for TCP are also applied to compare the HTTP traceroute to the
ICMP traceroute. It also reports qualitative evidence that fears of abuse and the costs of serving requests
to some regions may play a role in the server-side blocking of regions.

In 2018, Chen, Y. and Yang, D.Y., [9] have presented empirical evidence in providing access to an
uncensored Internet leads citizens to acquire politically sensitive information, and the acquisition of
politically sensitive information change citizens’ beliefs, attitudes, and behaviors.

In 2021, Praveen et al., [10] have executed using Feature Tree and K-means.The traffic flow was first
identified by mapping DNS with the TCP/IP computer network stack and considering it as a non-
standard traffic flow if domain name information is not available. Once the traffic flow is identified, it is
classified and studied by machine learning techniques. The method does not require the network to
decrypt or decode any network communication.

In 2019, Farnan, et al., [11] have applied DNS cache snooping to determine the domains people were
accessing through VPNs. They explore 3 methods of DNS cache snooping and briefly discuss their
strengths and limitations. Using the most reliable of the methods, they performed a DNS cache snooping
scan against the DNS servers of several major VPN providers. With this, they discover which domains
were actually accessed through VPNs. The first stage of their experiment was run against 1000 popular
domains.

In 2016, Fujikawa et al., [12] have implemented network virtualization involves recognizing step-
wise increases in RTT caused by intentionally blocking international communication links. This method
predicts and avoids intentional blocks or restrictions by using differential calculus of RTT to predict or
recognize the onset of the restriction in the early stage, automatically switching to VPN bypass before
the serious increase in network latency is experienced by users, and using non-differential threshold
value and elapsed time to determine the end of restriction and switch back to the open (ordinary or
public) Internet. The method had been validated by quantitative analysis of latency data corresponding
to real GS blocks.

In 2014, Wang, et al., [13] have introduced a traffic obfuscation protocol called GoHop, which is an
open-source VPN tool with innate traffic obfuscation features. This method involved the collection of two
types of traffic, HTTP and SSH, from the client. When collecting data, one piece was collected from the
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virtual interface, which was the traffic from and to user applications, and another piece at the physical
interface, which was the traffic that can be inspected by the adversary. The collected data was then
obfuscated using the pre-shared master key, traffic shaping, and random port communication. Finally,
the obfuscated data was then sent to the server, which decrypts the data and sends it to the intended

destination.

2.1 Review

Automated
system to detect
a VPN address

Raspberry Pi 3
(RPi3) Model B+

TCP

Empirical
evidence

Feature Tree and
K-means

DNS cache
snooping

Network
virtualization

GoHop

o Cost-effective

e High-level security from unethical
activities.

e Easy to use and implement

e Secure and cost-effective solution.

e Shield their browsing activity and
encrypt data transmitted over the
network.

e Reduced the number of websites that
time-out.

e Provided a comprehensive view.

e Provided a systematic and evidence-
based approach to studying the impact
of Internet censorship on citizens'
political attitudes.

¢ Did not require the network to decrypt
or decode any network communication,
ensuring privacy and security.

e Can detect or block VPN clients in
wireless sensor networks.

o Classify the traffic flows as normal or
VPN traffic flows based on time-related
features.

e Provided a technique for discovering
the frequency with which domain
records were accessed on a DNS server.

o Understand the properties of privacy,
anonymity, and free communication
over the internet that VPN offer.

o Suddenly block international
communication links.

o Restriction in the early stage.

» Reasonable cost.

o High level of security against internet
censorship and surveillance.

e High-bandwidth network throughput.

o Easy to use

o In-effective for IP spoofing.
e Problems in the accuracy and collection
of data from IP address tracking.

o Slight latency and bandwidth decline.

e Lack of information makes it difficult to
develop effective counter measures
against such blocking.

¢ Relied on self-reported data from survey
respondents.

e Focused only on the short-term effects
of exposure to uncensored information.

o focused only on detecting or blocking
VPN clients and did not address other
types of network security threats.

o Difficult to determine the queries that
were made by users of the VPN.

o Effectiveness of the method may depend
on the accuracy of the prediction of the
onset of the restriction and the timely
switching to VPN bypass.

e Required some technical expertise to
implement and maintain.

e Slow down the network due to the
additional overhead of obfuscation.

2.2 Challenges

Some of the issues faced by the traditional routing approaches are discussed as follows:
+ The Network virtualization was not effective, because of technical expertise to implement and
maintain [12].
* The GoHop mechanism showed High level of security, but they slow down the process [13].
The researches face many challenges in methodology, implementation, process time and has to
provide long-term solution. So, a reliable, implement friendly, easy to access method was required to
block the VPN access.

3. Research Method

3.1 How to make VPN undetectable

VPNs work hard to maintain anonymity every time you go online. Most ISPs, websites, online services,
and even governments are actively looking for VPNs and how to block their connections. This can
prevent accessing content around the world or even using your VPN for fast and anonymous browsing on
public WIFI. But with the right VPN service like NordVPN and by knowing the procedures. It is easy to
bypass these barriers without compromising privacy or security[5].
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3.2 Reasons to Block VPNs

From copyright to censorship, there are many reasons for websites to block VPNs. VPN bans are even
more intense in an area with tough digital surveillance.
Government Censorship: In some regions, governments impose strict censorship on the Internet. They
may block websites that do not support the culture and values of their country.So that, the population
cannot absorb information that goes against certain values. Even worse, these countries often regulate
the use of VPNs, blocking vendor websites and app stores.So,the download of these services is denied.
The clearest example of strict government censorship is in China. Its Great Firewall restricts all kinds of
sites including Google, Social media apps, YouTube, and some news websites. China also blocks most
VPNs. Other countries with digital restrictions include Turkey, the UAE, and Iran. Many social media
and live-streaming websites are blocked in these countries through the use of VPNs.

Finding a VPN is difficultfrom government censorship. However, there are three reliable options:

1. Restrictions by geographical location

Certain websites block their content to certain regions. Many streaming sites only allow access in certain
regions. Netflix, BBC iPlayer, Hulu, HBO GO, and ITV Hub are just a few examples of platforms that
use these geo-restrictions.

While some sites are exclusive to one region, like Hulu in the US, others like Netflix offer different
libraries depending on the location. This is mostly due to broadcast and broadcast licenses. Therefore,
the countrythat don’t allow will prevented the user from continuing. The websites don't make it easy to
get around these geographic barriers, the Netflix proxy error is one of the hardest to defeat.

2. Copyright
Some ISPs limit the use of a VPN to stop copyright infringement. While many VPN users engage in P2P
sharing to send and receive files like photos or videos.Others use torrents for illegal hacking as they
download copyrighted movies and songs.

Restricting VPN blocks all VPN users, whatever they do online. But if VPN can prevent ISP from
knowing that the user is using a VPN, then ISP can't interfere with online activities.

3. School and work restrictions

Most schools and workplaces have restrictions so that the user cannot access certain websites. This
may include YouTube and social media sites. To prevent access these sites , the schools and work places
can block VPNs from organization's WIFI [5].

3.3 Types of VPN bans

There are many reasons for a VPN to get banned. Fortunately, the most common methods are explained
below.

1. IP ban
When the user is connected to VPN, it hides the real IP address and displays the server IP address
instead. This means that when the user usesNetflix USthey are connected to a US server, Netflix will see
aUSIPaddress. In theory, any geographic restrictions can be easilyovercome. But it isn't simple.

Many sites keep a record of the selected VPN IP addresses. If the user connects to a server that the
IP address in not in the list then it will be banned immediately. This makes the VPNs cannot access sites
with hard geo-blocks, such as Netflix and BBC iPlayer.

2. Blocking the Gate

Most VPNs use specific ports when they connect to the Internet. These ports are identified by numbers
and act as channels through which internet traffic is routed. For example, when using the OpenVPN
AMA protocol, your traffic is usually sent to port 1194.

It's easy to block certain types of traffic when that traffic is always using the same port. All the
website needs to monitor that port and block the traffic it doesn't need. When it happened, the user
cannot access their favorite websites. Port blocking isn't as common as IP blocking, but it's still easy to
bypass just by switching ports.

3. DPI
This is a very advanced way to block VPN traffic. Instead of checking the incoming traffic, sites look at
the type of traffic instead.
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When the user use a VPN, the traffic is anonymous. But some security protocols, such as OpenVPN,
use unique cryptographic signatures that can be detected and blocked. OpenVPN is usually blocked
because most VPNs use this default protocol, which means that sites are blocking traffic because of the
use of VPN. Although no one can actually see your traffic, however they can see that it has been
encrypted.

This type of VPN block is particularly difficult to bypass. It's a technique used by the Great Firewall
of China to restrict VPN. It is so hard to find a VPN to use in China. But if the VPN allows to change
security protocols then it is possible.

4. Suggested Method

This proposed method explain the steps to block VPN access using MikroTik Firewall.

System administrators sometimes create a firewall rule to block unwanted websites. But VPN apps
break these firewall rules and allow access to unwanted websites. For example, if Facebook is blocked
with MikroTik Firewall and any expert user has installed and enabled VPN apps (such as OpenVPN,
Hotspot Shield, ProtonVPN, NordVPN, PureVPN, etc.,)then they can easily access Facebook.

Therefore, system administrators should also block Popular VPN applications so that user cannot
use these VPN servers. Blocking VPN apps is not that easy. An expert is needed to block a VPN app.

When any user installs and enables a VPN application, it creates a channel between the user's
computer and the VPN server. This server is located somewhere in the world.

The user's computer is now treated as a VPN computer. Therefore, any firewall rule applied to the
user's IP no longer works. In VPN enabled computer, if user found the network public IP address with
any online tools like whatismyipaddress.com, we will find VPN server IP address instead of our MikroTik
public IP address.

Now if the user block this VPN server IP address [Install & Enable VPN Apps & Find VPN Server IP
Address Using Online Tools] then no user can connect to VPN server nor user can break the MikroTik
Firewall rule.

5. Mikrotik Firewall Rule To Block Vpn Servers

Initially, a firewall rule was created to block the VPN servers that will be present in the group of
blacklisted servers. The following steps will show how to block a group of destination servers using
MikroTik Firewall Rule.

5.1 How to block a specific site
First, we open the Micro Tik program and select connect, as shown in the following Figure 1.

[  WinBox v3.18

File Tools

Connect To: (192.168.1.1
‘ Login: |admin
Password: || 1

Session: | <own> ¥ || Browse...
Note: |R1
Group: *
RoMON Agent ¥

Add/Set Connect To RoMON

Managed MNeighbors

- -~ o

Figure 1.Mikrotik interface

Then from the list on the left, Choose IP, then firewall, as shown in the following Figure 2.



Journal of Networking and Communication Systems Vol.6 No.3 July 2023

(%> 0| | SofeMode | Session:[192168.1.1]
J& Quick Set
1 CAPsMAN
= interfaces

w4 PPP

52 1P

38l IPv6

. MPLS

44 Routing

@ System

@B Queues

[ Files

|| Log

& RADIUS

A Tools

) New Terminal
| 4 Make Supout ff
& Manual

Figure 2. Selecting a firewall

Then an interface appears, from which choose Layer7Protocols, then press the + (plus) button to add
a site to the ban list, for example, Facebook, as shown in the following Figure 3.
o |
Fiter Fules NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols |
(=] (=] [¥]
| [Name 7 |Regep

Name: facebook ok |
Regep Cancel

{

[www facebook com -

[ Comment |
[ com |
[ Remove |

d

Figure 3. Adding a site to the ban list

Then, Press Apply and then OK, then choose Filter Rules from the interface and press the plus
button, so an interface appears, from which choose General, and add the Ip of the network that are
connected to, as in the following Figure 4.

i Quick Set
5 CAPsMAN Fiter Rles | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

1 Interfaces [# [=] [“][>¢] [=] [ 7] [00 Reset Courters |[00 Reset Al Courters |

I Wieless r§| [Acton + |Chain Src. Address |Dst. Address |Pre
#3 Bridge

=2 PPP

= Swich

°13 Mesh

&P F
58 IPvE r
& MPLS r
# Routing P

Figure 4.Adding a network IP

As the following Figure 5 shows, to find the Ip of the network to which it is connected, Choose from
the list on the left IP, then Addresses
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A& Quick Set New Firewall Rule

1 CAPsMAN | General | Advanced Bxtra | Action Statistics

I interfaces Chain: forward |
i Wireless '
-’ Src. Address: 19 | -
& Bidge -
w4 PPP ARP ‘
== Switch Accounting -
212 Mesh muga ‘
e P r Cloud

154 IPv6 [ DHCP Client B
7 MPLS I DHCP Relay -
& Routing I DHCP Server ‘ =
i System I DNS |-
,Queuu Firewall

- TN -

Figure 5.Selecting a title

In Figure 6, window contain the network IP.

Address List =l E
*+| = | al | ¥ '

£192.168.1.1/24 19216810 bridge 1
=152 168.102 52/28 192.168.102.48 etherl Y

Figure 6.The appearance of the network IP

Then enter the IP in the Src.Address field, as shown in the following Figure 7.

New Frrewall Rule

General | Advanced Extra Action Statistics

Chain: fotwan-”t ¥
Src. Address: [ ]| 192.168.1.0/24 |~
Dst. Address: | |-

Figure 7.1P installation

Then,Choose Advance, and click Layer7Protocol, and choose Facebook, which was saved earlier, as
shown in the following Figure.8

New Firewall Rule

q General Advanced Exra Aﬂﬁ' Statistics
1 Src. Address List- | -
7 Dst. Address List- v
Layer7 Protocol: [ | [ |+ | -
Content: |v

Figure 8.Choosing a site to block

Then, Choose Action to choose the event ,when trying to connect to the Facebook server from the

browser, and choose the drop event, meaning blocking the site, as in the following Figure 9.
MNew Firewall Rule

Log Prefic: | -
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Figure 9.Blocking a site

Then click on Apply, then OK, and go to the browser and access the Facebook site, where noticed, it

was denied as shi)wn in the following Fiiure 10.

- X @ nt www.facebook.com

$T M Bes @5 e @ Ewes Ewe @5 @r @6 Qoo Boss BN

This site can't be reached
www.facebook.com's server [P address could not be found.

Try running Windows Network Diagnosti

Figure 10.Confirmation of blocking

5.2 Block VPN servers

In the search engine, write “what is my Ip” to find the current IP, as in the following Figure 11.

@Xﬂ@%ﬁddmg RS m ABOUT  PRESS BLOG CONTAC

MY IP IP LOOKUP HIDE MY IP VPNS ¥ TooLs ¥ LEARN ¥

My IP Address is:

IPv4: 2 82.137.255.64

IPv6: 2 Not detected

My IP Information: Your private information is exposed!

ISP Syrian Telecom € HIDE MY IP ADDRESS NOW P
City: Damascus

. i ?
Region: D|mashq Location not accurate?

Country:  Syrian Arab Republic

Figure 11.Knowing the IP

Then add the VPN to the browser and run it as shown in the following Figure 12.
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Wy 3 Rutangony o Raiterer Unikmied Fras WP Srecy

0 Betternet Unlimited Free VPN Proxy

ot e RAN | SoelwifCommnizaion B 1YW E0 e :_ L

‘ I
DA swin Suzpan Aelmiad
] a ) & a
Hatgat i YR Fris Fro Linkine oz ¥RH 14043 WP i Proay VPN £ YEK - Syt A Tewich VRY
LR RS EETE ] ko 1 LE TR E A ke @ 100D LEE

Figure 12.Adding a VPN

After turning on theVPN, the Facebook server can be accessed.
Whenre-entering“what is my Ip” to find out the IP of the VPN server, as shown in the following
Figure 13.

My IP Address is:

IPv4: 2 107.181.180.171

IPv6: 2 Not detected

Norgriein-
L Westjalen
My IP Information: Your private information is exposed!

- -Belgien
1SP: TSSL % HIDE MY IP ADDRESS NOW W‘Lﬂ

Services "\ Frronce

Leafikt 8 Osenstraath

= i 7
City: Tilburg Location not accurate?
North Brabant

Country:  Netherlands

Figure 13.VPN server identification

Then the Micro Tik program, close all windows, re-select the IP from the list, then choose Firewall,
window appears from that choose Filter Rules, then press the plus button, and a window appears, from
that choose Advanced, then add the name needed in the Dst.Address List field, then choose Action, after
that choose Drop, finally click on Apply and then OK, as shown in the following Figure 14.

@ sdmin©®192.168.1.1 (R1) - WinBox vE43.8 on RAP lite (smips) ‘
Session  Semings Dashboard
|[#] | ' safeMode | Sesson 15216811 Uptime [1d 225758 CPUZ%
A 0c 8
i FherRues [NAT Monle | o) (oo Advanced | B | Ackion | Sateica
" iefaces * al [
= Src. Address Lt - Cancel
b Y. 2| [Adon b z
24 Brdge 0 ¥deo Dat. Address List: [|[VPN_IP ¥ - Aoply
w2 pee
) 7 Protocol: - Daatie
4 Swich e
Commert
*1$ Mesh e v | —
& P Cony
- Connection Bytes_ »
= IPv6 Remove
Carnecton Rate - T ea—
MPLS Reset Counters
i = = . it Reset Al Counters
& System Sre. MAC Address:
L Lt . -

Figure 14.VPN server blocking implementation

In the main window, select Address Lists as shown in the following Figure 15.
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3| Qi | SafeMode | Session: 192.168.1.1

gous

i CAPsMAN Fiter lles NAT Mangle Faw Service Pots Connections Add

™ ntefaces + i'_ [2lsz] [=] T

S hiomrcer Ngme Address Taneout Creatic

4 Bridge

o PPP

== Switch

"2 Mesh

g P

%l IPvE
MPLS

Figure 15.Choosing a VPN server
Then press the plus button, a window appears in that choose the Name field the name that was

choosen. Add address in the Address field of the IP address of the VPN server that was got when
accessing the site what is my Ip as in the following Figure 16.

Fawss WFRH_P ¥ i
Ademas LO7 1851 1EB0LTE

Trssanir [ -

ket
(Comagramn Tare

Figure 16.Blocking the VPN server

Then click on Apply and then OK, and notice that access to any site on the browser is no longer

possible. Here, the address that appears in the previous figure can be changed, and add the new address
to the ban list.

6. Advantages and Disadvantages

Advantages
e This method is easy to implement and manage.
e It supports filtering and security of functions using policy.
e It is affordable and can be operated with basic functions.
Disadvantages

e It does not contain a wide range of features.
e It is not efficient for high-traffic environments.

7. Result

The MikroTik Router provided accurate results through configuration and monitoring through the GUI
tool -Winbox. The MikroTik firewall was used for its flexibility, cost, user friendly and provide an
effective shield from malicious activities and the flow of data. We can monitor connections through

10
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theaddress that are assigned to the router and allow access only to the required host, and TCP ports of
the routers.

8. Conclusion and Future Work

The results drawn from this research, and after a practical application to block these networks in the
MikroTik Firewall environment, indicate that we can block VPNs, which are one of the types of security
attacks (Man in the Middle) and the harm it causes to the individual, society, or the country as a whole.
By creating a blacklist, with the need to update this rule periodically, as mentioned above. If it is
necessary to use a VPN for some applications, the service provider can subscribe to one of the trusted
VPN servers and block the rest.

We recommend developing this research by using other types of firewalls and comparing them to find
out the best of these types in terms of dealing with VPN bans.
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