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Abstract: With the growth of Internet of Things and wireless communication systems, vehicular ad hoc networks
(VANETSs) have attained much consideration recently. VANETSs act as a paradigm for vehicular management and
communication and thereby, it requires the assurance of efficiency and security for the unreliable and resource constrained
networks. This survey makes a critical analysis on about 65 papers regarding security issues in VANET. More particularly,
varied performance measures and different types of systems that are contributed in different papers are analyzed. In
addition, a comprehensive study is made regarding the signatures models in each contribution. Moreover, analytical review
is made concerning various adopted tools and furthermore, the chronological review of the contributed works is examined.
Finally, the survey extends with the determination of various research issues and gaps that might be useful for the
researchers to promote improved future works on VANET systems.
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1. Introduction

VANETSs are a kind of MANET that could offer the communication among the infrastructures and
vehicles [25] [26]. They are modelled to offer road safety, develop driving experiences, and enhance the
overall traffic efficiency by passing information amongst varied units in the network. Generally, the
exchange of information in VANET occurs among a roadside equipment and vehicle node or between
vehicle nodes. A message in VANET [56] [567] [58] consist of traffic condition, traffic managing
instructions, vehicle speed, vehicle position, and other service- related information that are exploited to
find alternative routes, and to find nearby service location and so on. Nevertheless, owing to its open,
dynamic, and distributed nature, recently VANETSs are subjected to various “network security attacks”.

Mainly, security risks like message forging, wormhole attack, black hole attack, and privacy invasion
are most common in VANETSs [36] [37] [28]. As secure communication is the base of numerous appliances
in VANETS, “how to assess and provide data integrity and the trustworthiness of nodes among vehicles”
has developed into a significant issue. Several solutions were implemented to aid secured communication
in VANETS [39] [50], which come under 2classes: trust scheme and cryptographic technology. The later is
proficient to provide security in VANETSs [51] [52], though it includes additional power consumption and
time delay, thus restraining its appliances in dynamic environments mainly under limited energy.

Accordingly, these issues can be handles using diverse trust approaches that are categorized into
three kinds: “(1) vehicle node-based; (2) message-based; and (3) hybrid” [13] [14]. In an intricate VANET
system, the trust model is an essential measure to assess the security of network. In recent times,
merging the “trust management with the mobile model” was extensively deployed. Conventional trust
model of VANET was categorized into 2types, the “direct trust model and cooperative computing-based
trust model”. The direct model takes decision concerning the signals and as a result it leads to decision
error, whereas the latter cooperate with other nodes and evaluates their trust values [15] [16].

The main contribution of the paper is as follows.

1. Carried out a review associated with security issues in VANET by analysing 65 research
papers.

2. Presents a comprehensive review on various performance metrics and types of systems
adopted in each reviewed articles.

3. Makes evaluation on signatures, chronological review and adopted tools in each reviewed
papers.

This paper is organized as: Section 2 illustrates the related works based on secure VANET systems.
The comprehensive review on performance metrics and types of systems are preferred in section 3. The
evaluation on signatures, chronological review and adopted tools in adopted works is represented in
Section 4. Furthermore, Section 5 organized the research gaps and challenges and the conclusion is
portrayed in Section 6.

2. Literature Review

2.1 Related Works

In 2020, Ruhulet al. [1] have presented a novel robust protocol, which guaranteed security at high-level
than the conventional protocols and moreover, it protected all associated doable attacks. Numerical
analysis has revealed the significance of the presented scheme in terms of security. In 2020, Cui et al.[2]
have proposed a privacy preserved authentication model that lessened the overhead and computing
issues in VANETS. It also focused on diminishing the side-channel attacks. At the end, simulations were
held and the outcomes have demonstrated the efficacy and minimal cost of this method. In 2019, He et
al.[3] have established a trust management scheme that improved the security for spectrum sensing and
data transmission processes in CR-VANETS. In the end, analysis outcomes have revealed the betterment
of the adopted scheme in terms of efficacy.

In 2019, Liang et al. [4] have introduced a TBRS for guarantying real-time security and data
transmission in a VANETCPS network. Finally, the simulated outcomes have demonstrated the efficacy
of the presented model. In 2019, Fan and Chase [5] have implemented an integrated security technique
that aided the nodes in VANETSs for recognizing the authenticity of messages for enhanced decision
making. At the end, the outcomes have exposed that the presented approach was competent of attaining
superior reliability and delivery rate. In 2019, Lai et al.[6] have implemented a new privacy preserving
for VANET based on query processing model. Here, the query deliverance proportion was higher than the
conventional approaches and the privacy was also sustained at an enhanced rate.

In 2019, Kamil and Sunday [7] have established a big data anonymous batch verification method
depending on CL-AS algorithm. Finally, the superiority of the implemented technique was proved with
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respect to efficiency. In 2019, Habib et al. [8] have modelled a novel SPBAC method, where the
communication took place by means of the onboard unit sensory devices. The examination outcomes have
revealed that the presented technique presented private, secured communication when distinguished
over the traditional schemes. In 2019, Xia et al.[9] have examined the trust properties and constructed a
new trust inference approach, which incorporated recommendation trust and subjective trust that
quantify the level of trust for a specific vehicle. The simulation analysis has revealed the betterment of
the adopted scheme over the other compared schemes in attack resistance.

In 2019, Gulenget al. [10] have suggested a decentralized trust management model for VANETS. In
this model, a trust calculation was carried out based on fuzzy logic for evaluating the direct trust of node.
At the end, simulations were held that prove the effectiveness of the introduced scheme. In 2019, Yang et
al. [11] have presented a decentralized trust management model in VANETS on the basis of block chain
method. Here, the received messages were validated from adjacent vehicles via “Bayesian Inference
Model” and it has offered effective trust values. In 2019, Arshad et al. [12] have modeled BTMS-FDD
approach, wherein the density and speed data were utilized for establishing a relationship with
neighbourhood vehicles. The investigational analysis has demonstrated that the presented model capably
detected the malevolent nodes with minimal overhead.

In 2019, Chen et al.[13] have introduced a security model, which exploited “evidence combination
technique” for merging the local data with external evidence. The experimentation have illustrated that
the presented method offered enhanced outcomes in terms of better precision and recall. In 2018, Sarah
et al.[14] has presented a novel technique that elected the CHs depending on the trust and stability
factors. Furthermore, the analysis validated the improvement of the developed scheme in terms of
stability and data sharing. In 2018, Pham and Chai [15] have implemented a flexible and secure
approach for VANETs that managed both trust and privacy. It further authorized the nodes in
computing the trustworthiness of received events by concerning the privacy of the senders. On carrying
out a widespread analysis by means of the adopted model, precise decisions were taken in a flexible way.

In 2018, Kalaiarasy and Sreenath [16] have developed an enhanced pseudonym approach and one-
way hash function for assessing the vehicular incentives that facilitated the privacy security. In addition,
the security of developed method was analysed over extant schemes for illustrating its betterment. In
2018, Li et al.[17] have presented a secured CPPA approach for VANETSs. Consequently, the offered
solution has offered both privacy and security required for VANET appliances. At the end, minimal
overhead and cost was attained by the adopted system over the conventional models. In 2018, Ahmad et
al.[18] have dealt with a new TEAM model that served as a characteristic prototype for the valuation,
design, and management of trust models. Moreover, the efficiency of the model was established against
diverse attacks.

In 2017, Muhammad et al.[19] have developed the game theory oriented secure approach for VANETS.
The developed method depends on defender and attacker security game that identified and removed the
malevolent nodes. The benefit of the presented method was demonstrated over the state-of-the-art
schemes in terms of throughput. In 2017, Chakeret al. [20] deployed a scheme that prevents the DDoS
attacks and misbehaving nodes in distributed and instantaneous manner. Moreover, a trusted routing
model was deployed that delivered data in a most reliable manner. In 2017, Huang et al.[21] have
established a technique called DREAMS, where VEC servers were used for performing reputation
management tasks for VANET. At last, investigational outcomes have presented greater advantages in
detecting the mischievous vehicles.

In 2016, David et al.[22] have presented a new framework called PUCA, which defended in opposition
to the attacks, hence offering enhanced privacy for diverse users. Also, several numerical illustrations
were offered for analyzing the confidentiality of the presented model. In 2016, Li and Song [23] have
developed ART model for VANETSs, which detected and resisted the malevolent attacks. It further
computed the trustiness of both data and mobile nodes in VANETSs. In addition, traffic security and
mobility were improved by the designed model. In 2015, Hichem and Sidi [24] have adopted a lightweight
and precise intrusion detecting model called AECFV that secluded the network against a variety of risky
attacks. Here, the outcomes have exposed improved attack detection capability with high scalability.

In 2015, Ltifiet al. [25] have developed a novel approach for distributing the warnings amongst
vehicles without utilizing the road base. Accordingly, a novel “Active vehicle concept” was offered that
combined the ambient intelligence with VANET mechanisms. In 2015, Zhang et al.[26] have introduced a
privacy and secure oriented model for value-added appliances in VANET. In the end, the performance of
the developed scheme was assessed in terms of security and malevolent recognition. In 2014, Ganénet
al.[27] have established PPREM model that presented explicit, concise and authenticated data
concerning the revocation status, when maintaining the privacy of users. Hence, the sensitive
information could be protected from malevolent risks and attacks.

In 2014, Kumar and Naveen [28] have established a novel T-CLAIDS method for VANETS.
Furthermore, a novel classifier was modelled for recognizing the malevolent attacks in VANETSs. In 2012,

27



A Brief Survey on Security Issues in Vehicular Networks

Marmol and Gregorio [29] have implemented trust and reputation management that was regarded as an
accurate and new technique for dealing with the uncertain risks. In addition, the examination outcomes
have exposed the effectiveness and superiority of the offered scheme. In 2011, Yeh et al.[30] have
established a novel Portable PAACP model that was employed for non-safety VANET appliances.
Further, experimentations were held for exposing the scalability and effectiveness of the presented
approach.

In 2018, Lu et al.[31] have portrayed BARS that detached the link ability amongst public keys and
real identities for conserving privacy. In the end, the outcomes have shown the betterment of the
developed model in contributing enhanced security for VANET systems. In 2018, Lu et al.[32] have
developed BARS for setting up a trusted privacy-conserving model for VANETSs. At last, investigation
was performed that established the betterment of the developed model in terms of robustness and
efficiency. In 2018, Steichen et al.[33] have initiated a novel approach that presented a simplified version
of IPFS, which employed Ethereum smart contracts for offering file sharing in a controlled way. In the
end, investigational results have exposed the improvements made by the adopted method.

In 2018, Seyedet al. [34] have presented a novel authentication model that presented secured
communications in VANET. In this work, a secured and fast communicational link was created amongst
TA and RSUs. The numerical evaluations and experimentation have exposed the effectiveness of the
presented scheme in terms of security. In 2012, Omar et al. [35] have adopted a decentralized security
oriented reputation model that facilitated the users in providing feedback in a private and uninhibited
way. In the end, numerical experimentations have established the effectiveness of the presented system
in raising the security. In 2019, Shrestha et al.[36] have established a new block chain model that solved
noteworthy message distribution issues in the VANET. This work mostly focused on public block chain
that guaranteed the trust for safe transmission of messages. In 2013, Hasan et al. [37] have introduced a
novel privacy preserving model for the “malicious adversarial model”. This technique do not needed
“centralized entities, trusted third parties, or specialized platforms, such as anonymous networks and
trusted hardware”. At last, the experimentations have confirmed the efficiency of the developed scheme.

In 2018, Shrestha et al. [38] have adopted a new type of block chain for resolving the critical message
distribution in VANET, for which a local block chain design was created. From the outcomes, the
presented scheme has presented enhanced trustiness over the distinguished schemes. In 2018, Kaur et
al.[39] have established a novel approach, wherein a range of security issues were recognized for VANET
and viable security techniques were offered for mitigating those attacks. Moreover, defence mechanisms
were categorized and examined on the basis of performance metrics. In 2020, Ankitet al. [40] have
developed a secured AODV routing protocol for detecting the black hole attacks. The adopted scheme has
proved secured network than existing protocols.

In 2018, Laurent [41] have presented a new technique that relied on the employment of smart
auditable agreements in Dblockchain system. Furthermore, the effectiveness of the introduced
authentication method was established in realistic scenario. In 2019, Kang et al.[42] have established a
proficient “smart contract and consortium block chain mechanism” for attaining safe sharing of data in
VANETS. The outcomes have established the betterment of presented model regarding security and data
sharing. In 2019, Di et al. [43] have developed a new method depending on block chain mechanism for
introducing the policies that certified the distributed transmission of right amid users. Moreover, several
arithmetic outcomes were offered that represented the development of the executed method.

In 2020, Kaiet al. [44] have presented a verifiable and secure technique data sharing model for solving
the credibility issues. Moreover, an effective model was proposed for certificating the computing abilities
of vehicular users. In 2015, Yang and Wang [45] have presented a social network model for examining
the secure sharing of data in VANETSs. At the end, the simulated outcomes have demonstrated the
enhancement of the offered method in terms of security. In 2020, Jiaqi et al. [46] have presented a new
framework of 5G SDN and proposed an efficient and secured privacy conserving authentication system
for VANETSs. In 2010, Tajeddineet al. [47] have introduced a trust-oriented preservation model for
VANETS. In addition, simulated outcomes have revealed the betterment of the offered model in terms of
accurateness and reliability.

In 2020, Jiang [48] have deployed an ESAC approach for delivering contents in V-NDN. In particular,
proxy re-encryption technique was constructed for attaining data confidentiality and access control. At
last, the outcomes had demonstrated the efficacy of the presented approach in terms of minimal
overhead. In 2015, Li et al. [49] have developed the announcement model for VANETSs that permitted the
evaluation of message reliability based on reputation system. In addition, the investigational outcomes
have exposed the development of the adopted method in terms of security and fault tolerance. In 2013,
Yang [50] has introduced a novel trust and reputation management model for VANETSs. Moreover, a
similarity mining technique was exploited for identifying the identical messages or vehicles. Therefore, a
trustworthy message was identified by the offered technique. In 2014, Zhen et al.[51] have presented
several issues concerning the current trust techniques in VANETSs and the ways to solve them was also
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discussed. Further, the designed method has presented enhanced “voting accuracy” over the
distinguished techniques.

In 2016, Diep and Yeo [52] have established a safer approach for managing both trust and privacy in
vehicles in a better manner. At last, the analysis results have aided the nodes in safeguarding the
privacy along with enhanced decision making ability. In 2010, Jie et al.[53] have presented aninnovative
trust-oriented approach for message transmission and assessment in VANETS. Here, the peers shared
data by considering road or safety conditions. Furthermore, the effectiveness of developed model was
demonstrated from the investigational outcomes. In 2014, Chuang and Lee [54] have modelled TEAM for
performing communiqué in VANETs. Furthermore, the simulated analysis exposed enhanced
authentication and it resolved different attacks.

In 2010, Ding et al.[65] have implemented a reputation management approach that prevented the
distribution of fake messages. At last, the experimentations have demonstrated the development of the
developed model in terms of false message filtration. In 2016, Wang et al. [56] have established a
reputation oriented approach, which deployed both service reputation and feedback reputation. In
addition, for avoiding the strategic attacks, a feedback reputation model was offered that identified the
false feedbacks. In 2010, Dhurandheret al. [57] have developed a robust model known as VSRP for
deploying security in VANETSs. Furthermore, the presented method has dealt with the issues concerning
the data aggregation and data dropping.

In 2011, Abumansooret al. [58] have deployed a trust evaluation model based on location verification
and information in a NLOS condition. From the arithmetic analysis, the offered method has resulted in
enhanced success rates in message deliverance. In 2016, Umar et al.[569] have established a novel
composite trust model that integrated majority oriented trust, role oriented trust and experience oriented
trust, by which the count of received reports were restricted. In 2020, Jianet al. [60] have developed a
secured “real-time traffic data aggregation model” in VANETSs. Here, the signature validity of vehicles
was authenticated, and the original traffic information was retrieved from signatures. Finally, the
arithmetical experimentation had demonstrated the efficacy of the presented approach in terms of
reduced cost and communication.

In 2020, Jian et al.[61] have adopted a data-sharing model, in which both dynamic and key updating
property of VANET were maintained. Furthermore, the investigational outcomes were offered that
confirmed the efficiency and high security of the presented algorithm. In 2018, Xia et al.[62] have
suggested a TMR for opposing the diverse attacks and furthermore, the routing efficiency was enhanced.
Accordingly, the effectiveness of developed scheme was revealed via overhead and e2e delay. In 2020,
Chenet al.[63] have established an optimum decision model, which maximized the probability of taking
correct decisions regarding message contents. In 2018, Ltifiet al.[64] have introduced a secured
communication model amongst active vehicles for distributing alerts. Using this new approach, traffic
accidental alerts were established depending on the trust ranges of the sender. In 2016, Bahuguna et al.
[65] have presented a novel method for safeguarding the privacy of vehicles in opposition to external
eavesdroppers. At last, the development of the adopted method was established in terms of superior
decision making.

In 2023, M. R. Dey et al. [66] have introduced an LTE vehicular network including mobile network
components for real-time identification and localizing of DoS assaults. This method executed three
components: the machine learning algorithms, the average Packet Delivery Ratio (PDR), and the data
packet counter (DPC). Initially, PDR and data packet counter were used for effective attack detection.
Secondly, ML algorithms were added to detect more vigorous and reliable attacks. The Data Packet
Counter (DPC) was finally introduced to measure and report on both purposeful and unintended DoS
assaults. This method outperformed this experiment.

In 2022, Mahmood et al. [67] have executed a data-sharing plan for 5G-enabled mobility networks.
This process had six steps: initialization of TA (TA Setup), production of pseudonym identities (PIDGen),
generation of keys (KeyGen), generation of messages (MsgSign), generation of single and batch
signatures (BSigVerify), and message signing. Initially, the TA Setup Phase generated pseudonyms for
vehicles to protect their privacy. Then it moved to the PIDGen phase, where a unique identity was
created for the communication process. Next came the key generation phase, which communicated the
generated key securely between two communicating parties using public cryptography techniques.
Further, it had gone to the Signing Phase, which allows signing messages between parties. Finally,
signature verification verified the signed messages at the receiving end. This method was a cost-effective
and safe data-sharing method for 5G networks that did not require RSU.

In 2023, Boya Liu et al. [68] have applied deep reinforcement learning (DRL) to improve the
performance of vehicular ad hoc networks (VANET). Initially, this method designed a state and action
space that matched the vehicular Network environment. In addition to this, they created a reward
system to guide effective training of the DQN system. The included information was obtained from
current nodes with complexity O(12N), where N was the next hop node available for selection by the
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current node. After the above process, an adaptive routing scheme was selected based on complex state
spaces to provide secure message services for users through VANETSs. This resulted in fast convergence,
strong generalization capacity, excellent transmission security, and minimal network delay with rich
patterns for VANET message services.

In 2023, Vita Santa Barletta et al. [69] have enforced a vehicle-security operation center (V-SOC4AS)
to enhance vehicular security through the identification, reply, and protection from hackers on vehicle
communication networks such as CAN, LIN, FlexRay, etc. V-SOC4AS used Event Management and
Security Information technology to track messages sent between ECUs in real time. This monitoring
happened within the vehicle or from external sources like the infotainment/telematics system or
vehicular ports. While monitoring, it also automated the threat detection processes, which resulted in
reduced response times. When malicious intent was detected, the SOC analysts were notified using
payloads containing CAN frames and attack notifications. The output helped to work on the threat,
attack vector, and risk associated with a specific vehicle component and improved the detection,
response, support, and prevention of cyber-attacks. It also identified their type and pattern.

In 2022, Men et al. [70] have rendered the Additive Increase Multiplicative Decrease method (AIMD)
and blockchain technology to compute the reputation scores of vehicles. Initially, vehicles broadcast
events to other vehicles and RSUs (roadside units). Then, the RSU received opinions from its neighbors
about this message. Based on the opinions and decisions of the neighbor, the accuracy score was
calculated. If the affirmative score exceeded a certain threshold, a reputation score was assigned and the
vehicle was rewarded; if it fell below a certain level, they were penalized for their actions. The output
stated a lower time delay with higher accuracy.

In 2023, JUNQIN HUANG et al. [71] have concentrated on blockchain technology and Zero-
Knowledge Proof (ZKP) technology using privacy-preserving vehicular data-sharing frameworks for
tamper-proof, traceability, and decentralization. Initially, vehicular data was shared and encrypted with
a master public key. Next, using the relevant vehicle's public key, an Auth primitive produced a Zero-
Knowledge Proof (ZKP). Finally, cipher text and ZKP were sent for sharing, which protected and
preserved the audit ability of their data. This method strengthened system security, protected data
privacy, and reduced communication complexity compared to existing sharing protocols.

In 2023, Xu et al. [72] have tried a secured blockchain technology in data trading systems for VCS.
This was called BTT. To guarantee the accuracy of sensing data and safeguard user privacy, the
technique initially entailed fusing a lightweight truth discovery algorithm with a blockchain-based data
trading process. In addition to this, it also included a gas optimization mechanism and distributed
judgment mechanisms to minimize costs incurred by users and also regulate all participants during the
process. Finally, the Ethereum test network was carried out for demonstration purposes through
extensive simulations. This method produced high precision at a low cost.

In 2023, Shangle Li et al. [73] have introduced a solid excludability authentication strategy for
VANETSs that protects privacy. Initially, using a double-key approach, two keys were assigned to each
vehicle: one for authentication purposes (public) and another for encryption/decryption operations
(private). Then vehicles updated their private keys online using short group signatures that were to be
verified by TA or RSUs. Once authentication was verified, trusted communication was established. This
provided complete authentication, anonymity, traceability, and strong excludability.

3. Comprehensive review on Performance metrics and Types of Systems

3.1 Analysis on Performance Measures

The performance measures considered in diverse contributions regarding the security in VANET is
depicted in Table I.From Table I, it is observed that [1] and [60] made analysis on computational cost and
[61] has made analysis on communication complexity. 3 papers have made a performance analysis under
PDR and through put that have contributed about 4.62% of the reviewed works. Similarly, the execution
time, detection ratio, reputation value and transmission range havebeen contributed about 24.62% (16
papers), 9.23% (6 papers), 6.15% (4 papers) and 9.23% (6 papers). Further, precision, recall and average
delay have been adopted in 4.62% (3 papers), 3.08% (2 papers) and 3.08% (2 papers). Moreover, the
transmission latency, Communication cost, e2e delay, packet loss and accuracy have contributed about
3.08% (2 papers), 4.62% (3 papers), 7.69% (5 papers), 6.15% (4 papers) and 3.08% (2 papers) of the entire
contribution respectively. In addition, communication overhead has contributed about 9.23% of the entire
contribution. Over 1.54% of total contributions have analysed the measures like forwarding rate,
awareness rate, anomaly ratio, query delay, packet reception probability, maximum velocity, event
detection probability, energy utilization, error ratio, FPR, bit rate, block generation rate, % of incorrect
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decisions, average confidence value, relay effectiveness, frequency, RMSE, channel bandwidth and
average distance correspondingly.

Table 1: Review on Different Performance Metricsin VANETS

{1] ][60]

61

(2] [7) [8] [9] [10] [12] [14] [17] [25] [26] [28] [30] [31] [32] [42] [62]
[14] [58] [62]

(3] [5] [19]

[10] [13] [23]

(4] [20] [34] [55] [64] [65]
(21] [42] [47] [56]

[13] [18] [20] [24] [28] [42]
[25] [64]

[13] [23]

(2] [6] [17]

(4] [11]

[4] [40] [46] [48]

[27] [62] [40] [46] [48]

[9] [29]

[7] [15] [23] [31] [32] [61]

(5]

(58]
(18]
(6]

(10]
(18]
[16]
[20]
(10]
(18]
[61]
(36]
[34]
[55]
[51]
(53]
[62]
[56]

3.2 Analysis on Type of Systems

This survey analyses the type of systems (centralized or decentralized) adopted in various reviewed
works. Fig. 1 represents the percentage of contributions for the types of systems in bar chart format.
From the surveyed report, 11 works have adopted the centralized systems, that is, 16.92% of the works
have exploited the centralized systems. On the other hand, 18 works have contributed on decentralized
systems, i.e. 27.69% of the works have exploited the decentralized systems.

Decentralized

Centralized

0 5 10 15 20
Number of contributions

Fig.1. Bar chart showing type of systems
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4. Evaluation on Signatures, Chronological review and adopted tools in
adopted works

4.1 Analysis on Signatures

This section reviews diverse signature systems adopted in each work that is specified in a pie chart
representation by Fig. 2. From the review, it was observed that aggregate signature was adopted by 2
works, 1.e. [7], [63] and digital signature was adopted in 10 works, i.e. [1] [25] [32] [40] [42] [46] [55] [67]
[58] [69]. In addition, ECDSA was adopted in [24] [27] [60] and group signature was adopted in [22] [26]
[34] and [47] works respectively. Likewise, the signature concept has been adopted by 18 works.

Analysis on signatures

B Aggregate signature® Digital signature ECDE4

®Croup signatures ™ Others

6%

/

5%

Fig. 2. Analysis on the types of signatures

4.2 Chronological Analysis

This study examines numerous papers published in different years. Fig. 3 shows the proportion of
contributions for consequent years. Primarily, the papers established in 2020 to 2019 were found to be
about 35.38% of total contribution. In the same way, 35.38% of the total reviewed works were established
in 2018 to 2016. In addition, 20% of contributions on VANETS are taken from year 2015, 2014, 2013 and
2012. The count of works presented for VANETSs security in the years 2011-2010 is 7.69% of the whole
contributions.

3 = —

20

Contribution

_— - L

2020-2019  2018-2016  2015-20012  2011-2010

Years

Fig. 3. Bar chart representing chronological review

4.3 Review on Adopted Tools

The simulations of the adopted works are executed in different simulators namely, C++, NS-2 simulator,
NS-3 simulator, MobiSim, One simulator, OMNeT++ and so on. The bar chart representation of the
adopted tools in the reviewed works is given by Fig. 4. Accordingly, MobiSim was adopted in 1 paperthat
have offered about 1.54% of the total contribution, andC++ was used in 3 papers that had offered about
4.62% of the entire contribution. Similarly, the NS-2 simulator has been adopted by 10 papers and java
has been adopted in 4 papers, which has provided about 15.38% and 6.15% of the total contribution.
Moreover, NS-3 simulator has been exploited by 3 papers that contribute about 4.62% of the entire
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contribution. Accordingly, One simulator was adopted by 3 papers that offer about 4.62% of the whole
contribution.

Contribution

Fig. 4. Analysis on adopted tools in reviewed works

5. Research Gaps and Challenges

For the previous two decades, industrials and research academies have concerned their concentration on
VANETSs for providing assistance and safety appliances, for improving the driving experiences, and
controlling the road traffics [44] [68]. In order to achieve this objective, numerous protocols have been
introduced namely, WAVE, DSRC and other protocols, which runs as overlie on WAVE / DSRC instead of
the IP protocol. In vehicular surroundings, massive quantity of data are switched under diverse kinds of
communication namely; V2V, V2I, and so on [59] [61].

Nevertheless, sharing information and exchanging data in VANET under the usage of IP protocol is
found to be a challenging one. This is because, the characteristics of the network often varies under the
usage of poor-quality wireless links that made it more complicated in terms of security, mobility, and
routing. In addition, owing to the reality that vehicles might exchange sensitive and personal data, it is
indispensable to secure the content and communication of users while preserving data privacy [40] [1].
Thus, VANET communications should assure diverse security needs together with no repudiation,
integrity, privacy, and confidentiality. Several conventional works have examined the security efforts;
however, there was no enough consideration on nature of VANET communiqué and attacks in their
analysis.

6. Conclusion

This paper has offered a comprehensive review on security in VANET systems. Diverse works were
reviewed and their performances were portrayed. Moreover, this survey analyzes the varied features
related to the VANET systems. In conclusion,
» This work has reviewed about 65 research papers and declared the noteworthy analysis on the
types of systems (decentralized or centralized).
» The review has analysed different performance measures and signature models exploited in
each works.
» Further, the chronological review and adopted tools in each works were also analysed and
represented in brief.
» Finally, this paper has depicted varied research issues that could be helpful for the
researchers to do additional research on VANET security systems.
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