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Abstract: This work is now contributing to creating a system built on the effective sharing of secure IPFS (Interplanetary 
file system) for electronic medical records and, in addition, implementing a cipher text policy system in conjunction with the 
interplanetary file system (IPFS) and the most recent developments in blockchain technology. This strategy helps to govern 
the effectively while preventing retrieval access to electronic medical data. In addition, with the use of the technology 
known as the blockchain, which has traceable features along with being safe and allowing for the search of medically 
relevant data, it also contains a security-proof method related to assaults on the term that specify. The fact that the 
performance-based analysis system and the primary data set are being simulated demonstrates that it is both possible and 
efficient. 
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1. Introduction 
These days, the medical records of each patient are a significant asset for the healthcare provider. This 
data must be accurate across all their services, and privacy and security are important considerations. It 
is a significant challenge for every patient, but the most recent iteration of blockchain technology offers a 
solution. A decentralized ledger system for secure, transparent transactions, eradicating the requirement 
for intermediaries or involvement of third-party [14]. It is a decentralized system which permits for 
transactions to be recorded and verified by a network of users, before a central authority [15]. The main 
aspects of blockchain technology is that it presents a high level of transparency and accountability, as 
every transaction can be traced and verified by all users in the network. Additionally, it presents a high 
degree of security, as any effort to tamper with the data on the blockchain would need a consensus 
between the majorities of users in the network [16] [17]. Blockchain technology has several applications 
in industries, like finance, supply chain management, healthcare, etc [18]. This technique could help 
create a secure method for storing personal data, complete with hash chain characteristics such as 
transparency and data integrity [1]. Now, innovation delivers all the data as an electronic system 
primarily used in clinical treatment. It includes electronic and image clinical records, irresistible 
diseases, and indicative reports. Nevertheless, it is still having issues with security. They can make 
efficient use of this clinical information by examining it in this way.Fig.1 Secure Storage System for 
Medical Record. 
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Fig. 1. Diagrammatic representation of secure storage system for medical record 

 
Information about electronic clinical trials is readily available from the treatment provided to 

patients. In most cases, the techniques that have been used in the past to save data are not very 
successful, and the information may be mishandled. Counting clinical professionals, medical caretakers, 
and patients is necessary to get accurate information. This problem is one that blockchain technology is 
working to fix [2]. The user may be deciphering encrypted text in order to fulfill the requirements of the 
admission strategy. A blockchain-based record system with information recovery capabilities has been 
developed in response to this need. In the current investigation, the request was made to construct 
practicable access for controlling records for the investigation of cloud employees, which is semi-
legitimate and led by initiatives. In addition, it has created a property basis encryption safe capacity 
storing system for healthcare records in the IPFS. It also covers the plan to influence IPFS as the 
capacity stage with the blockchain search system. Fig. 2. Block Chain-Based Storage with IPFS: 

 
Fig. 2. Block chain based storage with IPFS 

 
The following advantages are included in our plan of study: 
1. Safe Storage: This refers to storing information using a distributed Inter-Planetary document 

framework (IPFS) system rather than a half-legitimate and inquisitive cloud worker, offering an 
additional layer of safety for clinical data. Additionally, 1PFS allots a unique hash value to each piece of 
information record that it stores. Consequently, records can only be stored away once while 
simultaneously freeing up some more space. 

2. For this one perspective: users can quickly locate the relevant clinical records based on the 
preset keywords. In addition, users can validate the record's originality and monitor wellspring clinical 
documents. 

3. Control Access: To keep irrelevant patient information from the clinical history, we will 
implement individual access contingent on the client's characteristics and encoded with ciphertext. The 
following topics are investigated in the study: The task is related to our strategy, and it segments the 
plan, provides a framework and security model, nuances the plan, and helps realize the plan. In 
conclusion, we will conclude the whole research. 
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2. Literature Review 
The attribute and key policy basis were used with the cypher text in a biometric identification system. 
Because attribute encryption enables secure data access management at a granular level, it is becoming 
more popular for usage in various contexts [4]. The most common technique of securing medical data 
while saving money on local storage and ensuring data security is using attribute-based encryption and 
outsourcing data administration to cloud servers. This strategy also ensures that data was secure. It has 
been shown that attribute keyword searches with effective operator revocation was more scalable and 
permit search authorization. It enables many owners to partition their data and store it in separate 
locations on the cloud. The cloud server has successfully supplied all positive outcomes, and Guo has 
presented an access control architecture. They are used to encrypt medical data and assign it to various 
users, each of whom has a unique set of permissions to browse the records. However, the correctness of 
most search results cannot be verified, and the server waste resources by delivering a huge number of 
results that were irrelevant to the research. A cloud Su et al. [6] presented a system for attribute-based 
encryption as their contribution. It enables the server to reduce the amount of encryption while 
maintaining the integrity of the purity protection scheme that Miao et al. suggested. [7]. Using a tree 
access policy helps enable fine-grained control for data access while facilitating data sea. In any event, 
data storage was handled by an inquisitive and trustworthy cloud server in every one of the approaches 
described above. If even a single component of the cloud architecture fails, accessing any cloud servers 
will be impossible. 

The idea was put out by Li et al. In file hierarchies, attributes encrypt various files at the same level. 
It would allow cloud storage users to have control while being flexible and safe. On the other hand, 
attribute encryption is used to resolve security concerns for essential authorities. The program was 
expanded to suit major multi-sector organizations and corporations, which has caused it to become 
inefficient. Because it provides vital information for the healthcare system, an accurate record-keeping 
system was necessary for the next appointment with the patient. Before uploading patient data to cloud 
servers for further processing, it was standard practice for medical facilities to encrypt such documents 
first. Wang and Lin [9] have developed mobile application access policies for PHRs within a semi-trusted 
system. They have optimized existing MA-ABE programs to introduce lazy and proxy technology to 
address the efficiency and security issues associated with mobile application access to personal health 
records. In addition to this, they are putting up PHR mobile application policies along with a framework. 
Using cypher text policy was the strategy that was offered by other research as a means of regulating 
medical data [10]. The cloud server was superior because it has a centralized management system; if just 
one server goes down, the whole network fails. whereas (IPFS) was used to disperse the system's storage 
space. It can store and share a wide variety of different types of data. It features a decentralized storage 
mechanism that helps to eliminate the need to store the same file continually. It eliminates the 
possibility of any errors occurring when storing many files for storage [12]. 

As a consequence of this, IPFS was a superior option to cloud servers for the storage of patient 
information. A single user was provided with this information via IPFS and blockchain [13]. Based on 
the prior study's findings, we suggest using IPFS with blockchain to store medical data. Every user was 
provided with the capacity to search for their privacy and the opportunity to verify information using this 
system. 

3. Proposed Method 
We propose a method with storage for this medical record and access to it. Its scope extends from patient 
registration up to the final diagnosis. The patient can get all their information from the database at any 
moment. In this case, protecting the patient's privacy must be a priority. Before uploading patients' 
medical records to IPFS for preservation, the doctor must get the patients' signatures on such records. 

In contrast to the blockchain, the address is sent directly to the doctor when the data is transmitted. 
The data may be accessed using the transaction identifier taken from the blockchain. The medical 
professional can view the patient's record using smart gadgets anytime. A patient has access to his 
previous records via a smart device. It checks their record and then delivers a search token following 
validation. A smart device allows the patient to access his old record. 
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Fig. 3. Medical record of Bob 

 
After this, the Diagnosis Hypertension system will access the block ID contained in the search token 

hash value and compare it to the block ID present on the blockchain to determine whether or not the 
address is token tramped. Then DU is used to confirm the address, after which it will download IPFS 
ciphertext. Aside from that, the medical records are encrypted and acquired via DU by using its safe 
secret Key in the process. When DU is complete, it does a check to see whether or not the hash value 
agrees with the one that is stored on the blockchain. Alice works as a doctor at the Red Cross facility, and 
Bob is a patient interested in visiting the hospital. A pair of public and private keys for him is produced 
based on his characteristics, including his name, age, gender, and identification as a patient. Bob's 
identification is verified at the Medical Centre using this public-private key pair. After Bob's diagnosis, 
Dr Alice produced his medical record, which is shown in Fig. 3, as follows: Alice has to begin by 
encrypting the medical record R before she can receive the cypher text CT. Second, Alice will create sig R 
by signing the cypher text CT. Alice's value was saved in the IPFS (Sig R, CT) as a last and concluding 
point. The IPFS then directs record requests to the address (h). The tuple representation of the encrypted 
hash address: Alice broadcasts a transaction on the blockchain by putting the hash values of (Hr and h) 
together, which allows her to retrieve the block ID. Alice pulls the information on Bob, a 42-year-old male 
with hypertension, from record R and then generates index lwj ji, mi for the keyword w. 

The key = Bob's entry describes Bob as a hypertensive male. The first thing that Bob does whenever 
he comes back is to pull up R's previous medical file, and then he sends a request to the hospital, which 
includes the word "Bob, male" as an important part of the record. After the smart system gadget has 
established that Bob is who he claims to be, it will return for 10 STw = (ID, h, y). Now that Bob has 
established that the address h included in the token STw is accurate, they access the IPFS to get the 
encrypted medical record CT and use the address as a reference point. It was when he deciphered the 
medical record with his unique Key that he could finally access it. Registered users of the medical system 
can upload and search medical records (e.g., physicians, nurses, patients, researchers, etc.). Inpatient 
stays at a medical facility, and follow-up appointments with a primary care physician are covered under 
our plan. 

We utilized data in the Paring Based Cryptography (PBC) laboratory to assess the solution's 
performance. The testing was done on server 15.4, which had a CPU that was an Intel Core i5. During 
our tests, we set Zp to 160 bits and GI to G2-to-GT-to, a total of 1024 bits in each case. As a consequence 
of the attributes of our plan, the ABKS-UR V and KSE schemes are impacted. Because the number of 
attributes substantially influences the performance of our KeyGen, Index, and Search algorithms, it 
enables [0,50] and [5], respectively. Compared to the VKSE and ABKS-UR schemes, our method involves 
a greater degree of administrative burden because we must generate the search and the secret private 
keys on an individual basis. The effectiveness of our system will improve if we choose not to include the 
feature in the algorithms, we use for indexing and searching. 

Figures such as this one demonstrates that the technique has fewer overheads in terms of storage and 
computation compared to the YKSE and ABKSUR methods. As a consequence of this, our method is 
comprehensively safe and effective in every respect. Consequently, the outcomes of the theoretical 
analysis and the fundamental data analysis are consistent. Our approach offers lower expenses 
associated with storage and computation compared to both VKSE and ABKS-LTR. A further benefit is 
that it provides a mechanism for verifying the results without additional storage or processing resources, 
which is a significant benefit. 



   Journal of Networking and Communication Systems                                                                                                  Vol.5 No.4 Oct 2022 
 

23 

As a consequence of this, the findings of our simulations indicate that our system is both reliable and 
efficient. We use blockchain technology for this encryption system, combined with the InterPlanetary 
File System, to ensure the exchange of medical records in a safe, secure, and efficient (IPFS). Access to 
this system is only granted to those who can demonstrate their valid link to the patients. 

 

 

4. Conclusion and Future Studies 
IPFS storage was developed as an alternative to the dubious but fascinating cloud server to ensure safe 
data storage. This technology records search processes and storage, assuring data originality and 
traceability, resolving security issues as a central authority, and ensuring safe data storage. Despite 
these disadvantages, this system nevertheless provides users with several benefits, such as the 
capability to provide access to people whose credentials have just become invalid and the capacity to 
store data in the blockchain. In the following study, we will investigate the possibility of using attribute 
revocation to solve the problem of lapsed user access rights. In addition, we will include smart contracts 
in our strategy to make the data stored on our blockchain more reliable and applicable. 
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