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Abstract: Resource management is a fundamental design issue for big data processing systems in the cloud”. Various
resource allocation strategies pose diverse impacts on fairness and performance. Thus, task scheduling is said to be an
effective and classic method to enhance resource efficiency in the cloud. Since several big data appliances with diverse
resource requirements are deployed in the cloud, there were huge prospects for allocating resources. However, no clear
solution was developed for tackling the issues that occur during task scheduling. Therefore, this paper aims to introduce a
new task scheduling model using a novel hybrid optimization algorithm termed Sea Lion Updated Grey Wolf Optimization
Algorithm (SU-GWO). The newly developed model takes account of multi-objective functions like security and makespan that
enhances the allocation of tasks in virtual machines (VM). In the end, the performance of the presented approach is
examined by determining make span, security analysis, and total cost as well.
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Estimation of Distribution Algorithm

1. Introduction

“Cloud computing is a large-scale distributed computing concept and it includes the development of the
conventional grid computing and distributed computing”. Task scheduling exists as a remarkable issue in
cloud surroundings [1] [2]. It is deployed for scheduling the tasks for utilizing the resources in an
enhanced manner. Accordingly, particular tasks should be allocated to specific resources for the better
scheduling of the jobs [6] [7]. The major objective of task scheduling is to improve the QoS and
performance and in addition, it maintains the efficacy among the tasks and thus minimizes the cost. The
available virtual resources are optimally deployed in task scheduling [8] [9] [10] [11]. By effective
scheduling of resources, a better cloud computing environment can be created. The different constraints
that are regarded in scheduling methods are task completion cost, and completion time [12] [13].

Moreover, the traditional task-scheduling approaches concern more with CPU memory, task-resource
needs, execution cost, and execution time. In cloud computing, task scheduling is considered an “NP-hard
problem”, which can be computed through certain heuristic schemes namely, PSO. Nowadays, the
scheduling of various tasks using the available resources is attaining larger attention in cloud computing
owing to the improved performance in task execution. Unluckily, scheduling approaches in conventional
distributed computing could not work effectively since it is large-scale and dynamic [14].

To date, evolutionary algorithms like GA and EDA were developed for resolving numerous mapping as
well as scheduling problems [15] [16]. Single-objective optimization approaches mostly employ
conventional scheduling schemes like “Min-Min, Max-Min, and Sufferage models”. However, usually, the
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existing scheduling schemes include low extensibility and adaptability. The majority of the traditional
techniques do not consider security factors when attempting to diminish the task achievement time.
Therefore, it is necessary to develop a new task scheduling model that should take account of the security
constraints as well. The major contributions of this research work are:

e Introduces a new task scheduling framework for efficient load balancing based on a 2-fold multi-

objective function.

e Develops a hybrid optimization algorithm termed SU-GWO for solving the optimization issues on

diverse perspectives defined.

The rest of the paper is organized as: Section 2 addresses the recent works accomplished under task
scheduling. Section 3 depicts a short description of the developed task scheduling framework. Section 4
describes the proposed multi-objectives and solution encoding: a novel SU-GWO-based optimization for
task allocation. The results are discussed in Section 5 and the conclusion is presented in Section 6.

2. Literature Review

2.1 Related Works

In 2020, Wilczynski and Joanna [1] have presented a method for scheduling tasks depending on the
blockchain mechanism. In contrast to traditional schemes, the execution of blockchain modules was
offloaded. In addition, a “proof—of-schedule consensus algorithm (instead of ’proof—of-work’)” was
developed, and “Stackelbekrg games” were used for enhancing the authorization of the created schedules.
The experimentations revealed that the presented method significantly enhanced the effectiveness of
created schedules with improved makespan.

In 2019, Abazari et al. [2] have designed an efficient technique that considered both interaction and
task security while scheduling the tasks in the cloud. Moreover, for improving security, a heuristic model
was formulated for task scheduling based on security requirements and the completion time of tasks. In
addition, a novel attack response method was presented for reducing definite security risks in the cloud.
Furthermore, the outcomes demonstrated that the designed “attack response algorithm” has reduced the
threats, thus enhancing the security of the network.

In 2019, Pang et al. [3] have developed an EDA and GA-based hybrid algorithm for task scheduling.
Initially, the sampling and probability models of EDA were exploited for generating specific viable
solutions. As the final step, the optimum scheduling approach for allocating tasks to VMs was realized.
The investigational results illustrated that the presented scheme has efficiently improved the load-
balancing capability and reduced the completion time.

In 2019, Sanaj and Joe [4] have explored CSSA for optimal multitask scheduling in an IaaS cloud
environment. The technique generated job plans continuously, which makes the present schemes more
cost-efficient. For guaranteeing better global convergence, the earlier network was generated with chaotic
optimization for well-organized task allocation. In the end, the established CSSA model has revealed
better outcomes when compared to the traditional SSA model.

In 2020, Ismayilov and Haluk [5] have investigated a prediction-oriented approach named as “NN-
DNSGA-II algorithm” that incorporated NSGA-II with the ANN framework. In addition, five foremost
non-prediction-oriented dynamic approaches were adopted for solving the workflow scheduling issue. The
presented work was concerned with six objectives namely, enhancement of utilization and reliability
reduction of energy, cost, makespan, and level of imbalance.

3. A Short Description of Proposed Task Scheduling Framework

In a cloud paradigm, a resource pool involves a group of servers, here every server is indicated by K, , and
the server resources group of the cloud state K;;i=1,2,...,n. At the initial state k, VMs are passed on to the
server K; at every node, which is pointed out by K; = VM, ,...,VM; . Accordingly, VM;, is a VM on the
server K;. Each server K, includes several equipment assets, E.g. network, memory, and CPU. In the

cloud, the determination of the host for VM allocation is a noteworthy task.
The client offers a server demand for service as {T;;i=12,.,n} and consequently every sort of

administration has the requirement for better QoS. VM groups enhance the task scheduling process and
accessibility evaluation of VM resources. Every task T;;i=1,2,..,n1s characterized by varied constraints.

Among them, security (Sec) and makespan (Ms) are considered the most significant aspects for proficient

load balancing during VM migration. This is regarded as the optimization issue and a novel method is
introduced for solving it. Fig 1 describes the adopted task scheduling model.
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Fig 1. Diagrammatic representation of the proposed task scheduling framework

4. Proposed SU-GWO Algorithm for Task Allocation: Determination of Multi-
Objective Function

4.1 Multi-objective Function

The most important objective of this work lies in the minimization of the 2 fold multi-objectives that are
numerically delineated in Eq. (1), which OF indicates the objective function.

OF = min{Sec ,Ms} (D

Make span: “Make span or completion time is the total time taken to process a set of jobs for its

complete execution”. This is evaluated as the maximum wall time (Wﬁme)for overall blocks in the tasks as

given in Eq. (2).

N
Ms(tasks) = max(z Wiime) (2
B-l
Security: The migration of the VM has to be secure for effective and secured task scheduling. The
security of a VM(Y(l)) is determined by computing the variation between the security of the physical
machine and the task security. This valuation is carried out using the risk probability (Pmk) model. The
pseudocode is revealed in Algorithm 1.

Algorithm 1: Security based on risk probability
for i = 1:length (Y)

if Y(i) <=0

prisk = 0;
elseif Y(i)>0 && Y(i) <=1
Pk = 1exp((-1/2)* Y(i));
elseif Y(i)>1 && Y(i) <=2
Pk = 1.exp((-3/2)* Y(i));

else
Prisk =1;
end
Prisk (1) — Prisk .

end
Security = mean(P"F);

4.2 Solution Encoding

Fig. 2 demonstrates the solution encoding. The chromosome length is two times the multiple of the
number of blocks B; ;i=1..N assigned for overall tasks. Every block involves two parts: the PM that
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carries out the task and the id of VM (VM) to whom the task is assigned by the PM. Usually, the block
size gets varied for each task.

For example: if the number of blocks is 42, then the chromosome length=84. Here, the 1st 42
chromosomes are filled by PM and the rest of the chromosomes are filled by VM.

B, B, B B,
| Block size I I Block size I

Fig 2. Solution Encoding

4.3 Proposed SU-GWO Algorithm

Even though the GWO [17] algorithm provides good qualities like good stability and flexibility, it suffers
from a slow convergence rate. To overcome this, the SLnO algorithm is hybridized with the GWO
algorithm that offers improved outputs. Hybrid optimization algorithms have been reported to be
promising for certain search problems. They take the benefits of different optimization algorithms for fast
convergence [19]. The wolvesa,p andyare said to be the major wolves that focus on the process of
hunting. Among these wolves, ais considered as the leader that makes decisions relating to hunting
process, sleeping location, time to awake, etc. whereas, pand y holds the 2rd and 3 level that helpsain
taking decisions. In addition, the final level of wolves is concerned as(, which concerns on eating. The

encircling characteristics are modeled as per Eq. (3) and Eq. (4), where Gand L denotes coefficient
vectors, J indicates prey’s position vectors, Jdenotes position vectors of grey wolves, and it specifies
current iteration. Eq. (5) and Eq. (6) denote the model for Gand L, where ais a parameter which is
minimized steadily from 2 to O in entire iterations. Here, ra, and ra, specifies the random vectors that lie
among [0, 1] and it denotes the maximum iteration.

z=FJ(it) - J(it) 3)
(it +1)=1,(it)-G..z (4)
G=2ara, —a (5)

L =2ra, (6)

The arithmetical formula for describing the hunting character of wolves is given from Eq. (7) to Eq.
(12). Here, the proposed hybrid evaluation takes place during the computation ofZ,, ZgandZ,. In this

context, the evaluation ofZ,, Zgand Z, takes place using the distance computation of SLnO update,

where the vector position of the sea lion is pointed out by i(t) and the arbitrary vector is given by R . The
final position updating evaluation is specified in Eq. (13).

Z, = ‘2E.Ja - i(t)‘ (7)
Zy = ‘ZE.JB - i(t)‘ ®)
z, = ‘2E.Jy - i(t)‘ ©)
1, =1,-G(Z,) (10)
I,=1,-G,lzy) (11)
I,=1,-G,lz,) 12)
Iit+1)= @ (13)
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4.4 Database Creation

The database collected for VM-based task scheduling is partially synthetic, that is, the data respective to
physical machines are downloaded from: “https:/www.kaggle.com/discdiver/clouds [Access data: 2020-05-
03]”. By exploiting this database, the data related to VM are generated. The database of PM involves
certain constraints as given in Table 1.

Table 1: Database Constraints

Count of PM Original data
Number of tasks

Wall time

Cost of PM

Security Synthetic data
Count of CPU

S U W N~

The database for VM is generated using the PM database. It also comprises similar constraints to the
PM. The database formation for every constraint is described below:
Assume the task to be carried out in PM as T;;i=1,2,3,4. The block size of Task 1, task 2, task 3, and

Task 4 is 5, 10, 15, and 12, correspondingly. The task from the user is assigned to the PM that splits the
tasks and allocates them to separate VMs. Here, 13 PM are exploited and each PM includes 10 VMs. As a
result, there is a total of 130 VMs to carry out the tasks.

Security: The security range of PM is fixed randomly among 1 to 4. For example, if the number of
tasks to be accomplished is 6, then 6 security values are created within the bounds from 1 to 4. Here, the
task with security value 1 is considered a highly secured one, whereas the least secured task holds a
higher security value (4).

The security being the significant constraint, it is determined for VM by computing the variation
between the PM security and task security. As described earlier, the security value of VM and PM is fixed
from 1 to 4. For example, if the security value of PM is 1 and task security is 1, then the security of VM is
0. Therefore, the security requirement is fulfilled as per the risk mechanism.

Wall time: “Elapsed real-time, real-time, wall-clock time, or wall time is the actual time taken from
the start of a computer program to the end. In other words, it is the difference between the time at which a
task finishes and the time at which the task started. Wall time is thus different from CPU time, which
measures only the time during which the processor is actively working on a certain task. The difference
between the two can arise from architecture and run-time dependent factors, e.g. programmed delays or
waiting for system resources to become available”. The PM has a pre-defined wall time. The wall time of
VM is computed using the “normrnd function”. The syntax of the function is represented in Eq. (14).

Wtime = HOMd(“75) (14)

In general, this function creates a random number from the normal distribution with mean parameter
pand standard deviation parameter sigma (6) In this context, §is fixed as 0.1 and ppoints out the wall

time of PM.

5. Results and Discussions

5.1 Simulation Procedure

The presented task scheduling model using the SU-GWO approach was implemented in MATLAB and the
analysis was held. Here, the dataset was downloaded from the link
“https://www.kaggle.com/discdiver/clouds”. The performance of the presented technique was compared
with the other conventional methods like GWO [17] and SLnO [18] schemes. Accordingly, analysis was
carried out concerning make span, security, and total cost by varying the number of blocks from [20 25 30
35 40]. Moreover, statistical analysis was performed by varying the number of VM from [10 20 30 40].
Further, sub-blocks will be created from the above block variation, and here T1, T2, T3, and T4 are tasks

As per the collected database

e block variation 1 encompasses: [4 7 6 3]-[T1 T2 T3 T4]=total blocks 20

e Dblock variation 2 has [6 8 6 5]-[T1 T2 T3 T4]=total blocks 25

e block variation 3 has [6 10 7 7]-[T1 T2 T3 T4]=total blocks 30

e block variation 4 has[7 11 8 9]-[T1 T2 T3 T4]=total blocks 35

e block variation 5 [5 10 15 10]-[T1 T2 T3 T4]=total blocks 40
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5.2 Makespan Analysis

Fig. 3 shows the make-span analysis of the presented SU-GWO model over existing models by varying the
number of blocks from 20, 25, 30, 35, and 40. Here, makespan is evaluated for four variations namely, 10,
20, 30, and 40. While noticing the results, the proposed SU-GWO model has attained the minimum
makespan. Especially, from Fig. 3(b), the presented model has reached a minimum makespan, which is
70% and 30% better than GWO and SLnO models when the number of blocks is 25. Similarly, from Fig.
3(d), the presented SU-GWO scheme has achieved a minimum makespan of 160; whereas, the makespan
attained by existing GWO and SLnO models are 270 and 210 when the number of blocks is 40. That is, the
presented scheme is 68.75% and 37.5% superior to GWO and SLnO models. This shows the enhanced
performance of the presented SU-GWO model in terms of makespan.
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Fig 3. Analysis of makespan for the proposed model over conventional schemes in case of varying count of VMs
allocated by a PM for load balancing (a) VM=10 (b) VM=20, (c) VM=30 and VM=40

5.3 Security Analysis

The security analysis of the implemented SU-GWO model over the conventional models by varying the
number of blocks from 20, 25, 30, 35, and 40 are described in this section. Here, the security is computed
for four variations namely, 10, 20, 30, and 40 in terms of risk. On observing the attained graphs, the
security (risk) of using the SU-GWO model has reached the minimal value for all variations. More
particularly from Fig. 4(c), the proposed model attains secured task scheduling with a minimal risk of
0.41, whereas, the compared schemes such as GWO and SLnO models have attained a higher risk of 0.45
and 0.49 respectively when the number of blocks is 20. Likewise, from Fig. 4(d), the suggested model
attains secured task scheduling with a minimal risk of 0.3, whereas, the traditional GWO and SLnO
models have attained a comparatively higher risk of 0.48 and 0.56 respectively when the number of
blocks is 25. That is, the presented model reveals a betterment of 37.5% and 46.43% over the compared
GWO and SLnO models. Thus, the security enhancement of the presented SU-GWO method in terms of
risk has been established from the analysis outcomes.

5.4 Total Cost Analysis

The total cost analysis of the presented SU-GWO model by varying the number of blocks from 20, 25, 30,
35, and 40 is explained in this subdivision. Fig. 5 demonstrates the performance of the presented SU-
GWO approach over the conventional models is evaluated for varied costs namely 10, 20, 30, and 40.
Here, all the attained outcomes for the presented SU-GWO model have accomplished optimal cost values
when evaluated over the compared models. Particularly, from Fig. 5(b), the total cost of the presented
scheme is 60% and 28.57% better than existing GWO and SLnO models when the number of blocks is 20.
In addition, from Fig. 5(d), the total cost of the presented scheme has attained minimal value, which is
41.43% and 35.71% better than existing GWO and SLnO models when the number of blocks is 40. Thus,
the enhancement of the adopted SU-GWO scheme in terms of the total cost has been confirmed from the
analysis outcomes.
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Fig 4. Analysis of security for the proposed model over conventional schemes in case of varying count of VMs
allocated by a PM for load balancing (a) VM=10 (b) VM=20, (c) VM=80 and VM=40
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Fig 5. Analysis of the total cost for the proposed model over conventional schemes in case of varying count of VMs
allocated by a PM for load balancing (a) VM=10 (b) VM=20, (c) VM=80 and VM=40

5.5 Overall Analysis: Security, Makespan, and Total Cost

The overall analysis of the suggested SU-GWO model over existing models to security, makespan, and
the total cost is summarized in this section by varying the counts of VM from 1, 2, 3, 4, and 5. For better
performance of the system, the considered factors (security, makespan, and total cost) have to be
minimal, which is attained by the presented model. From Table 2, the security of the suggested method
is 29.29% and 66.35% superior to traditional GWO and SLnO models when the number of VM is 5.
Furthermore, the makespan of the implemented scheme has obtained a minimal value of 152.56;
whereas, the compared GWO and SLnO schemes have obtained comparatively higher makespan values
of 272.5 and 214.16 when the number of VM is 1. Thus, the development of the presented SU-GWO
model is verified from the investigation outcomes.

5.6 Statistical Analysis

The statistical analysis for the presented model over the existing approaches to varied counts of VM from
10, 20, 30, and 40 are summarized in Table 3. Since the meta-heuristic models are stochastic, each
algorithm is executed ten times and the “best, worst, mean, median, and standard deviation measures”
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were obtained. From the outcomes, the presented SU-GWO approach has attained optimal outputs under
all test case scenarios. While analyzing the outcomes obtained under the best-case scenario from Table 3,
the adopted scheme is 21.29% and 15.12% superior to existing GWO and SLnO models, when the number
of VM is 10. Likewise, the adopted model under the mean case scenario is 33.68% and 17.08% superior to
existing GWO and SLnO models, when the number of VM is 20. While examining the median case, the
presented SU-GWO model is 30.79% and 21.09% superior to compared GWO and SLnO models when the
number of VM is 30. Thus, the superior performance of the presented SU-GWO scheme has been
validated effectively.

Table 2: Overall Analysis of the proposed model over existing models by varying the count of VM

GWO [17] SLnO [18] SU-GWO
0.10078 0.090939 0.11878
0.067184 0.35633 0.16629
0.077021 0.35633 0.19004
0.13845 0.33257 0.15237

0.11469 0.14253 0.081103

GWO [17] SLnO [18]
272.5 214.16 152.56

246.53 213.03 144.65
268.85 210.71 177.32
276.57 208.89 153.97

264.36 178.41

GWO [17] SLnO [18] SU-GWO
272.6 214.25 152.68

246.6 213.38 144.82
268.93 211.06 177.51
276.71 209.22 154.12
264.48 178.55 163.97

Table 3: Statistical analysis of the presented model vs traditional models in terms of varied counts of VM

GWO [17] SLnO [18] SU-GWO
94.518 87.646 74.398

259.04 184.83 167.5
178.92 130.76 116.3
181.06 125.28 111.64

73.244 41.397 38.697

GWO [17] SLnO [18]
120.7 74.916 82.408

213.47 185.35 151.51
167.44 133.92 111.04
167.79 137.71 105.12

38.22 46.66

GWO [17] SLnO [18] SU-GWO
118.84 87.312 76.482

225.76 181.4 183.82
164.38 135.79 119.22
156.45 137.23 108.28

52.22 39.936 47.434

GWO [17] SLnO [18] SU-GWO
96.682 90.626 75.173

240.37 170.4 129.89
177.15 131.5 105.89
185.76 132.48 109.25
60.149 32.92 23.258

6. Conclusion

This paper has introduced a new VM-oriented task scheduling model based on 2-fold multi-objective
functions namely, make span and security. In addition, a hybrid optimization algorithm termed SU-
GWO was developed for solving the optimization issues on diverse perspectives defined. Finally, analysis
was done for validating the betterment of the presented scheme. Here, the security of the suggested
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method was 29.29% and 66.35% superior to traditional GWO and SLnO models when the number of VM
was 5. Furthermore, the makespan of the implemented scheme has obtained a minimal value of 152.56;
whereas, the compared GWO and SLnO schemes have obtained comparatively higher makespan values
of 272.5 and 214.16 when the number of VM was 1. Thus, the improvement of the presented SU-GWO
model was confirmed by the simulated outcomes.
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