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Abstract: In WCNs, a significant issue is that it possesses the least amount of resources that tend to high-security threats.
An Intrusion Detection System (IDS) is a method is used to identify and recognize the attacks. A fuzzy Naive Bayes Ant
Colony Optimization Algorithm system (FNACO) approach is presented in this work for the Intrusion detection model. At
first, using the fuzzy clustering model, the dataset is grouped. Moreover, the Naive Bayes classifier is combined with ACO
Algorithm that is named NACO is formed to generate optimally the probability measures. Subsequently, the optimization
algorithm is used for each data group as well as aggregated data is produced. Subsequent to the aggregated data
generation, the optimization technique is used to aggregate data, and on the basis of the posterior probability function, the
abnormal nodes are recognized. Finally, the performance analysis is done by comparing the proposed method with the
conventional models by exploiting the evaluation measures such as accuracy and False Acceptance Rate (FAR). The
outcomes exhibit that adopted model performance is higher than the conventional models that exhibit the superiority of the
adopted model in intrusion detection.
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1. Introduction

With the development of wireless handheld devices, wireless communication technologies, WCN have
been permitted to process a huge number of data at a certain instant. Therefore, these systems are fed to
security vulnerabilities as well as innumerable malicious attacks. It is hence very important to develop
WIDS which are proactive, well-organized, and precise in mitigating these attacks. In a computer
network, an IDS is the primary defense line. At the uppermost level, IDSs are classified as N-IDS as well
as H-IDS. On a host system else computer, the H-IDS run as well as N-IDS operates in a distributed way
within a network system. In addition, both kinds of IDSs operate by exploiting two approaches, as
signature-based recognition as well as anomaly-based detection [1].

Also, the attackers are developing they search for competent manners to attack a network with the
developing wireless communication industry. These attacks can be classified based on access control,
availability, authentication, as well as integrity. At present, it has to turn out to be necessary to restrain
these attack vulnerabilities for network reliable operation. This can be attained by exploiting encryption
models, secure coding, imposing antivirus software, firewalls, using IDS, etc. In the current cases, the
most important issue has arrived while an external intruder is attempting to intrude in the network.
For alleviating this, an IDS is taken into consideration as an appropriate technique [2].

The main restrictions of WCNs are that they possess the least count of resources namely power unit
as well as a processor that tends to high-security threats. To perform eavesdropping as well as DoS
attacks confronting in WCNs might possess capabilities to attain secret information such as secret keys.
Additionally, the main problem in WCNSs is the node capture [3]. The WCNs have abandoned operations
also exposed nature contrary to existing networks. Therefore, the attackers can simply capture SNs in
WCNs. The attack interrupts is captured by the node many security services, namely access control,
secure routing, key management, and etc [10]. Hence, actions have to be used to prove communication in
a secure manner in WCNs. DoS attacks represent attacks that minimize the capability of networks to do
their usual operations; also they are hard to control. There are various motivations to DoS attacks like
failures of hardware, resources collapse, errors in software, etc. In WCNs, the DoS attacks on Internet
are entirely diverse from that of DoS attacks. By the several DoS attacks each layer of WCNs is affected,
characteristics, as well as each attack nature, are different from others. There is no method to discover as
well as to eradicate all kinds of DoS attacks [4].

DL-based methods contract with great datasets which frequently posse’ss innumerable features
(inputs) while compared with the conventional ML techniques. Few features are appropriate and
required to solve an exact classification issue and others are not needed and are unnecessary. Moreover,
datasets that possesses a maximum feature vector dimension to lead to be multifaceted to test as well as
train. Hence, it is very important to carry out FE over an exacting multidimensional dataset for
increased performance. FE has received a huge pact of momentum in DL, ML and other optimization
research [13] and [14]. FE is stated as integrating process or extracting inputs to augment exacting
classifier performance [5].

The main objective of this research is to recommend an optimization algorithm for the ID model in
WCN that exploits fuzzy clustering as well as NACO classifier. By computing, data attributes posterior
probability for both the positive as well as negative training data new fitness function is produced in
NACO classifier on the abnormal class and abnormal class.

2. Literature Review

In 2017, Reeta Devi et al [1], presented a common 5G wireless communication network with an
integrated relay. This work focused on the achievement of IDS by exploiting the ANIS employing the
KDD cup 99 data set to detect an attack on the relay. The effects of deviating membership function as
well as learning methods were evaluated. In 2020, Shashank Gavel et al [2], presented a new method to
recognize an intrusive attack that happens in-network because of the attendance of a cooperation node.
Because of the presence of co-operation nodes, this affects sensor reading, these intrusive attacks present
for an extensive duration in the network. Therefore, by the developed model the integration of multi-
varying kernel density estimation by means of distributed computing was used. This integration
estimates the individual probability of the presence of data as well as computes the global value of PDF's.
PE was used for effectual in-network detection and analysis of intrusion at minimum FPRs. In 2020,
Sydney Mambwe Kasongo and Yanxia Sun [3], developed an FFDNN wireless IDS system by exploiting a
WFEU. The extraction technique of WFEU exploits the Extra Trees approach to produce a minimized
optimal feature vector. The usefulness, as well as the efficacy of the WFEU-FFDNN, was examined on
the basis of the UNSW-NB15 and AWID ID datasets. In 2021, Sydney Mambwe Kasongo and Yanxia
Sun [4], worked on the proceeds and development of several wireless technologies, it was very important
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to apply robust IDS. The implementation of DGRU based classifier and a wrapper-based feature
extraction model for Wireless IDS was proposed. By exploiting the NSL-KDD benchmark dataset
performance of DRGU IDS was assessed. In 2018, Lansheng Han et al [5], developed an ID model on
basis of an autoregressive model as well as game theory. The work not only enhances autoregressive
theory technique into a non-cooperative, static game model, complete-information, other than as well
predicts attack pattern dependably. The developed method enhances on preceding techniques in two
important manners such as it takes energy utilization of ID procedure into account, as well as it attains
the optimal defense scheme that balances detection of system’s competence as well as energy utilization
by evaluating techniques “mixed Nash equilibrium solution”.

3. System Model

The system model of WCNs is demonstrated in Fig 1. Here, it comprises a number of SNs by transferring
the data that sensor nodes communicate with other nodes. In WCN, a router links nodes; here it consists
of a BS that represents the receiver node. Then, in the WCN, each node transmits the data to the BS. In
this work, the adopted optimization algorithm is linked with the BS, and it monitors WCN. The
attributes of data like protocol, connection length, and amount of data bytes from sender to receiver,
network service on receiver, amount of data bytes from receiver to sender, normal or error status of the
connection, amount of urgent packets, count of file creation operations, count of wrong fragments, count
of root accesses, count of operations on access control files are gathered from each SN by data collector
that is linked with BS. Subsequently, the adopted model linked with the BS to categorize nodes into
normal else attacks.
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Fig.1. System model of the WCN

4. Adopted FNACO to Detect the Intruders in WCN

The proposed optimization algorithm for IDS in WCNSs is presented in this section. Fig. 2 demonstrates
the architecture model of the adopted FNACO for ID in WCNs. Initially, by exploiting the fuzzy
clustering algorithm [6], the data are gathered into a count of clusters. The clusters are arbitrarily
chosen as well as the data is allocated to the clusters arbitrarily in the fuzzy clustering. Subsequently,
each cluster centroid is computed. Subsequent to the centroid identification, the distance amid the
centroid as well as every data is computed. Suppose the data is nearer to the centroid, subsequently its
residues in a similar cluster else it is evaded from that cluster as well as allocated to another cluster. On
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this basis, data are allocated to clusters. The developed model enhances the Naive Bayes Classifier by
combining the Ant Colony Optimization approach [9] also generates a novel technique named FNACO
approach [8]. Moreover, each data attribute the mean, as well as the variance is computed, and the
model is formed. Subsequently, the proposed optimization model is used for each cluster and data

aggregation is formed. Finally, the fuzzy adopted model recognizes the abnormal as well as normal nodes
of the WCN.

Training ra— Data set Test data
data
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Fuzzy Clustering
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Fig.2. Architecture model of the adopted FNACO

Consider D a5 data set comprises of every data has to count of attributes and nnumber of data,. The
D data set is indicated as below,
D={d; ;1<i<n} (1)
wherein, d;indicates ith data in the data set D. The attribute indicates data property and data
attribute d;1is indicated as below,

d; =i 1<j<m| @)

4.1Fitness Calculation

The adopted model produces the new fitness function by integrating the Naive Bayes classifier as well as
the Ant Colony Optimization approach. Initially, by exploiting the fuzzy clustering approach, the data
sets are clustered into f clusters. Subsequently, in clusters, each data is estimated, and the variance, as

well as the mean of the data, attributes in each cluster is computed. In XM and XF, mean as well as

variance values are indicated as a vector. For both normal class C; as well as an abnormal class C, the

attributes of data posterior probability are computed. The “posterior probability of the data attributes” on
the normal class must be high for optimistic training data. Likewise, the “posterior probability of data
attributes on abnormal class” must be high for pessimistic training data. At last, the entire fitness value
must be high. The below formulation compute the fitness,
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t,|indicates the count of negative training data, |tp| indicates the count of positive training

wherein,

data, C; indicates the positive class, C, indicates the negative class, al indicates i an attribute of i th

i
data, and POS indicates the posterior function. The normal class indicates a class which did not affect
by intruders, as well as abnormal class indicates an intruded class.

4.2 NACO Model

In this section, the Naive classifier with Ant Colony optimization algorithm is described. Here, it is
stated as the probabilistic classifier that is on the basis of the Bayes theorem as well as naive
independent assumptions between features. Even though, Naive Bayes classifier is rapid and scalable; it
did not use for all the probability techniques. Hence, the Ant Colony optimization approach is combined
with the Naive Bayes classifier to generate optimal probabilistic measures. This classifier identifies the
variance as well as mean of every sample it identifies “posterior function”. Ultimately, it returns a
sample that possesses a high probability value as an outcome. Moreover, it is exploited to identify if
nodes in WCNs are abnormal nodes or normal nodes [12].

Let us consider a colony of ants equally working together to attain optimum in a maximum
dimensional as well as complex search space to model the NACO. It shares and collaborates the
information through the value of pheromone and the extraction of information is performed using the
NBC.

The algorithm description of the proposed NACO model is defined as below:

a. Probability initialization with an ant w selects to go from node i to j. Every node possesses a
similar probability to be selected.

Set of candidate solutions is generated and its size is m .

On the basis of the objective function f the response y is evaluated for each candidate solution.

If the optimal solution is found stop the process. Else, continue.

Recognition of an iteration-optimal solution, sib.

Computation of NBC on present candidate solutions set.

Probability is updated an ant m selects to go from node i to jexploiting information extracted in
points ¢ as well as d.

h. Go to point b.

B a0 T

The candidate solution response is calculated at each iteration to update a probability. Initially,
NACO recognizes iteration-optimal solution, sib as well as subsequently, to concentrate on candidate
solutions that possess attained maximum responses. As a result, the subsequent formulation is used:

) {le =1 Ilys<y)=1
r yr=0:OI(y§y):0
wherein I( )represents indicator function.

4

Assume assigned classes as well as a set of candidate solutions, NBC derives probabilities P(y = yr) as
well as P(x; |y,) with r = {0, 1}.
i. Probability update process

In NACO, “each arc states moving from node probability t to j. Usually this probability is computed
based on pheromone quantity as well as heuristic information that is a priori information regarding the
issue”. In this algorithm, the probability is dependent on Naive Information.

At iteration t probability of going from node i to jis attained by integrating pheromone values with
Naive Information and with heuristic values as below:

[pu ][XIJ]B[au ]6

Sy S A T R ©

peN;
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wherein [6ij(t)J indicates “Naive Information on arc (i,j) at iteration” t , pj (t)indicates the count of

pheromone value, and y;, indicates heuristic value on similar arc (i,j). N, indicates a set of nodes that

can be visited from the node 1 ;oa, Bas well as § indicates parameters that control pheromone trail
relative weight, heuristic information as well as Naive Information. Performance of ACO is strongly
based upon the availability of appropriate a priori information of an issue. The Naive Information
prologue aspires to avoid the requirement for heuristic information to undertake maximum-dimensional
design issues.

4.3 Fuzzy Clustering for Generating Aggregated Data

By allocating data points to clusters, Fuzzy clustering [7] is indicated as the procedure of creating
groups. Every data point are owned to more than 1 cluster. The benefit of exploiting the fuzzy clustering
is which it indicates node assignment uncertainty to cluster as well as it is flexible. It presents the
optimal outcomes for go beyond the data sets. Initially, the number of clusters is chosen as well as
allocates data points to clusters arbitrarily. Subsequently, each cluster centroid is ascertained as well as
the distance amid the data points as well as the centroid is computed. The distance amid the centroid as
well as a data point is large well as subsequently the particular data point is evaded in any cluster from
the cluster also allocated to one more cluster in that distance amid centroid as well as data points is
least. Consider, an arbitrary centroid C; ;1<f <k and compute distance amid centroid as well as data

using the below formulation.
Djs = L(d;,Cy) (6
wherein, L indicates distance function. d;represents ith data, D;; indicates distance amid ih data and

centroid of f™ cluster, and C; indicates centroid of f'! cluster. The distance amid cluster centroid as
well as the data indicates belongingness degree of data to cluster. If data d;is nearer to the cluster

centroid C;, subsequently data d;is allocated to the f™ cluster. Using the below formulation, the

belongingness degree can be computed.
1

L(d;,C, )
Vig =g (d;.Cr) (M
1
2oy
wherein, v;;indicates belongingness degree of ih data as well as f™ cluster. The below formulation can

be computed clusters centroid,

()

Ve
i

=4

i=1
wherein, v indicates the degree of belongingness of the i data and the ™ cluster, C; indicates

fth

centroid of the cluster, and d; indicates i*" data.

4.4 Fuzzy NACO Model

Initially, the adopted model groups data into f clusters using fuzzy clustering model as well as forms
technique for every data group and it is done by examining variance as well as means of every “attribute
of data in data group”. Subsequently, the proposed technique is used for every data group. Subsequent to
the proposed technique usage to each data group, aggregated data is produced as well as posterior data
regarding the class C; and the class C,is calculated for all the techniques. Subsequently, a technique is

formed for “aggregated data group” by examining the variance as well as mean of “data attributes in
aggregated” data group. The test data is exploited in the testing phase, and the proposed technique is
used to test data. Finally, abnormal and normal nodes are ascertained from a testing phase in the WCNSs.
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4.4.1. Training Phase

The data set is collected into f number of groups such as, D',D?,...,Df in the training phase. By exploiting

the fuzzy clustering model, the data is collected. Subsequently, the technique for every data group is
formed by identifying the variance as well as mean of each attribute of the data available in each data

group. The ultimate technique of data group is indicated as below:
M; = {uc(alf)o o® (a]f )k C=12,.kj=12,..m 9

th

wherein, a§ indicates j** attribute of data andoc indicates variance p indicates mean. Subsequent to

forming the technique for every data group, the NACO approach is used to every data groups,
Aindicates aggregated data, which is produced by integrating NACO outcomes of the data groups. The
aggregated data is indicated as below;

A:{yi ;1<i<n} (10)
wherein, y; indicates i'" data in A gnd A indicates aggregated data. The demonstration of y; stated as
below:

yi:{a{” ;1SWSZf} (11)
wherein, al' indicates an attribute of ith data. Subsequently, every data posterior in aggregated data

regarding class C)and class C, is computed for all the models M;,M,,...M;. The data attribute is

allocated to class as well as data belonging to class is computed by discovering posterior probability
function. This is indicated as below:
Pﬁs(di 1Cy) 131\(4)]s(c1i |(32),P1\c4)zs(di 1Cy) PI\(/[)ZS(di |(32),Pl\(4)3s(c1i 1Cy) Pl\(&)}s(di 1Cy ).y

Yi = (12)

Pl\?fS(di 1c,) Pl\?fs(di 1Cy)

wherein, POS indicates posterior probability, M;,M,, and M; indicates model 1, 2, as well asf, d;

indicates i® data C,and C, indicates class 1 and class 2. The below formulation computes the posterior
probability,

m

POS(d; | Cy.)=p(Ci )] [ olaj 1Cx) (13)

=1

wherein, POS(d; |C, ) indicates data posterior probability of d; belongs to the class €, d; indicates i}

data, C, indicates class k.a; indicates it attribute of data d;. The below equation is used to calculate
the probability distribution of the data belonging to the class C .
7(aru(ck))z
plaj 10 ) =———e 2 (14)
2TEO'(ZCk)
wherein, p(aj ICk) indicates data probability d;belongs to the class C,. p indicates the mean and o

indicates the variance. Subsequently, the proposed technique is used to aggregate data A that is
indicated as, M = LNB(A).

M=pCht ooy fio=1,...k (15)

wherein, a}’indicates w'l attribute of i" data, yndM indicates optimal model.

4.4.2 Testing Phase

The test data is taken into consideration in the testing phase, as well as the proposed approach is used to
test data. “Let the test data t from data group and ascertain if it is the attacked data or the normal
data”. For this, the test data attribute is taken into consideration and indicated as fjt. Initially, test data
posterior probability fits into the normal class C, , as well as the abnormal class, C,is computed This is
indicated as below,

¢ = 16
f! {Pl\cd)ls(ucl) PI\(/I)IS(tICZ),PI&)ZS(tlcl) PI\CA)ZS(“CZ)’ ,Pl\(d)fs(ucl) Ph(d)fs(ucz)} (16)

2 = aigng?Xp(ck)Hp(fjt [ Ck) ()]
ey, =1
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wherein, fjt indicates i test data attribute, p(fjt | Ck) is computed on the basis of the below formulation.

-~ (fjt “Heg )

2
p(fjt | Ck): ! e Zo-ck (18)
2nc

wherein, fjt indicates the j test data attribute. If the posterior probability of the data is maximum,

subsequently it is returned as the abnormal data.

5. Result and Analysis

In this section, simulation analysis of the adopted model to detect the intrusion in WCN and the analysis
of the adopted model over the traditional techniques, using the evaluation measures accuracy and FAR.
Here, the proposed method is compared with the conventional models such as K-Nearest Neighbour
Naive Bayes (KNN-NB), Neural Network (NN) [11], Deep Neural Network (DNN) and Support Vector
Machine (SVM).

Fig 3 exhibits the comparative analysis of the adopted FNACO over the conventional techniques, for
the evaluation measure like accuracy. Here, the proposed model is 22% better than the KNN-NB, 14%
better than the NN, 22% better than the DNN and the 20% better than the SVM. The comparative
analysis of the adopted FNACO over the conventional techniques, for the evaluation measure like FAR,
is exhibited in Fig 4. Here, the proposed model is 12% superior to the KNN-NB, 15% superior to the NN,
18% superior to the DNN and the 10% superior to the SVM. From the figures, it can be clearly evident
that the adopted FNACO model possesses higher accuracy and minimum FAR while compared with the
conventional techniques.

6. Conclusion

This work proposes an optimization algorithm to detect the intrusion mechanism in WCN. Primarily, the
data set was gathered into a count of clusters using a fuzzy clustering model. Subsequently, a technique
for every data group was formed by examining the means as well as data attributes variance in the data
group. Here, the Naive Bayes classifier was combined with ACO as well a novel NACO model was formed
to generate optimally the probability measures. Subsequently, to each data group the NACO approach
was used, as well as the aggregated data was produced. Subsequent to the aggregated data generation,
the NACO model was used to the aggregated data, on the basis of the posterior probability function the
abnormal nodes were recognized. Finally, the adopted model was examined over the conventional models
for the measures such as accuracy as well as FAR. Ultimately, the simulation outcomes exhibit that the
adopted model examines the attacked as well as a normal node in WCN with utmost accuracy and also
least FAR while comparing with the conventional models.
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Fig.3. Analysis of adopted technique over existing models regarding accuracy
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Fig.4. Analysis of adopted technique over existing models regarding FAR
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