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Abstract: Wireless Sensor Networks (WSN) acts as an intermediate to link the network of Internet of Things (IoT). Trust
and Energy were the two important aspects that make easy reliable communication in the network and throughout
multicast routing, the Base Station (BS) connects to forward the data securely to numerous destinations. This work
addresses the confronts by presenting an “energy-aware multicast routing protocol” based on optimization, Bat algorithm
based on Genetic algorithm operators with the objective function modeled such as energy and trust factors of the nodes. At
first, the trusts of nodes are validated to establish the routes which are selected optimally exploiting the proposed
technique. The experimentation is verified by exploiting 50 and 100 nodes regarding the performance metrics.
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1. Introduction

In IoT, the up-and-coming applications related to federally organized WSNs, are presumptuous
constantly-increasing importances for citizens working or living in extremely urbanized areas and it is
believed as demanding research and industrial research areas for numerous years. The widespread
construction comprises of sensors, routing nodes/ intermediate nodes and sinks in WSN-facilitated IoT
appliances. Conventionally, to attain cross-regional data transmission, gathering, and several static
sinks about inadequate power is organized. Therefore, the base station typically represents a
performance of the system bottleneck. With no generality loss, in the worldwide WSN structural design,
event-driven or data-driven sensors collect the information concerning their environs and distribute the
information to their base stations; though, the data collection procedure, and transmission, mostly
endures from three intolerable faults. These nodes close to a sink unavoidably require relay data,
consequently, a gathering of is typically compulsory on such nodes whose energy will be worn out very
quickly than other nodes.

In wireless networks, a multi-hop routing among source to base station permits development in
energy consumption by minimizing the energy transmission power-constrained devices. Therefore,
adapting multi-hop topologies can assist in minimizing the energy utilization of IoT devices as well in
evading interference in IoT infrastructures. Actually, a large number of IoT appliances necessitate this
sustain for multi-hop communiqué where mediator devices assist with one another and with end devices.

In IoT devices, intelligence can be developed during soft computing and machine learning techniques.
In such cases, the sensor in IoT could employ the principles created using deep learning techniques to
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make effectual decisions to be made. In addition, device mobility is too permitted in IoT, and therefore
the structure of rules for energy optimization, mobility management, and intellectual routing is the
significant challenge in IoT oriented networks. In addition, an inference engine was modeled to effectual
decisions making regarding enhancement in QoS in the IoT environment. Nevertheless, the data
representation, collection, storage, and communication have to simultaneously assist for the effectual
functioning of IoT. It could be attained using machine learning and rule-oriented techniques to make
intelligent communications.

The main objectives of the paper are to model and propose an efficient method for trust and energy-
aware multicast routing in WSN. Moreover, an improved edition of the renowned multicast routing
method based on the BA with GA is presented. It aspires to regard as the parameters such as energy and
trust that are used to devise the objective function for the developed routing model, named Hybrid Bat
and Genetic algorithm.

2. Literature Review

In 2020, Ming Tao et al [1], proposed a multi-objective dual optimization concerning numerous restraints.
Then, for addressing the major secure susceptibility on UAV oriented data collection, an authority
substantiation technique exploiting the exact process was examined to put into effect the data collection
conference to be performed with a satisfactory delay in the authentication.

In 2018, K. Thangaramya et al [2], developed a novel protocol named neuro- FBCFP that carries out
learning of the network by taking into consideration 4 significant modules “current energy level, Cluster
Head distance, change in the area amongst the nodes and the Cluster Head”. Hence, the system was
trained about CNN with fuzzy rules for weight modification. In addition, the fuzzy technique was
exploited for dominant cluster configuration and to carry out cluster-based routing.

In 2017, Bilal Afzal et al [3], realized competent resource allotment to Wi-Fi-based IoT
infrastructures. Initially, IoT appliances were differentiated and mapped to different biased quality
classes. Subsequently, context awareness was developed along with optimization techniques that were
constrained through the service quality and context priorities requirements.

In 2019, Nailah Saleh Alhassoun et al [4] developed wall-powered and battery-operated IoT devices
to make sure security of inhabitants. A semantic method was used which uses the context of extracted
ADLs to make optimized sensor activation. Also, a mature fall recognition system was employed that
exploited the sensing devices derived from an authentic SCALE project for examining the technique.

In 2017, Manu Elappila et al [5], developed an interference and congestion aware routing model for
WSN. This model was theoretical for transmitting the packets to a destiny at a similar time that was a
characteristic situation in IoT. For choosing the subsequent node, the method exploits a principle with 3
factors namely “signal to interference and link noise ratio, the survivability factor the path from the
subsequently hop node to the destination, and the congestion level at the subsequently hop node”.

In 2016, Pan and Yang [6], developed a lightweight multicast routing approach. The proposed
method comprises three stages. Initially, the primary stage chooses intermediate nodes to attain
multicast destinations. Subsequently, the next stage evades loops and trims routes modeled in the
primary stage. As a final point, the preceding stage ensures if the chosen multicast links can additionally
be integrated. The experimentation outcomes point out that the developed model can efficiently decrease
transmission links and shorten path lengths in the modeled multicast paths.

3. Adopted Protocol for Multicast Routing

In ToT, the mobile nodes are given for estimating the fit factor that is based on energy and trust. For
optimum choosing of routes, they are discovered depending on the chosen secure nodes. The routes were
chosen on the basis developed algorithm that is the adaptation of the genetic operators. For transmitting
data, the optimal selected path was exploited which is ensued about the energy and trust update. The
trust and the energy of the individual nodes are updated latterly of the individual transmission so that
the secured node is chosen by exploiting the fit factor. Fig. 1 exhibits the architecture model of the
proposed algorithm. The network comprises of "IoT mobile nodes which are occupied in forwarding and
gathering the data to a destination.



Multicast Routing in WSN using Bat Algorithm with Genetic Operators for loT Applications

Route Selection

Hybrid algorithm

/\

Genetic
operators

Select the
source and
destination
nodes

Selection of the
secure nodes

loT

Energy

Bat
Algorithm
(BA)

@ [ Data transmission

Fig. 1. Architecture diagram for multi-cast routing exploiting proposed model

Trust and
Energy Update

WSN mobility technique: The mobility of the nodes [7] explains the velocity, acceleration, and
position of nodes in the surroundings. The routing protocol performance is verified about the mobility
model based upon the distance. Consider presume 2 nodes Njand Njpositioned at (uj,v;)and (uj,vj)so

that Q' e(u;,v;)and e(u j,vj). N; and Ny traverse in an exacting direction during uneven velocity by

means of an angle 6;and 6,. The nodes N; and N travel a distance ¢; and 9,, and after moving an

new
J

the Euclidean distance of the nodes at locations N;(u;,v;)and N; (uj,vj)is stated in eq. (1).

exacting distance, the nodes achieve a new location (u P"W,v{‘e"")and (u v ), correspondingly. Primarily,

2 2
6(uv,0):\/|ui —uj| +|vi —vj| (@)
The nodes velocity Njand Nyisvy; and VN; creating an angle6; and 6,to travel the distances ¢; and

0, which is indicated as follows:

01 =vy; xt @)

0z =vn; xt 3)
At t, the node obtains a novel location, which is stated as follows:

uf™ =uf + vy, xtxcoso (4)

vew -0l +9y; xtxcosf (5)

While the node N, (uy,vy)travels a distance d,creating an angle®,, N jobtain a novel location as

stated below:
u§+1:u§+ij x tx c0sO (6)

tH_t

uj —uJ+ijxt><cose 7

After the nodes achieve a novel location, the distance among the nodes is calculated as eq. (8).
2

2
_ t+1 4l t+1 4+l
a(ut+lvt+l t) _\/‘u, uj +‘V'

Vj
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3.1 Fit Factor Calculation

In the network, fitness is an important aspect to decide the secured nodes to develop secured
communication that enhances data integrity and confidentiality. The fit factor is devised depending on
the trust and energy of individual nodes in the network and the node about the maximum energy and
trust is selected to be a secure node. The fitness is calculated as eq. (9).

: 1 1 <
FltijZDZEX 8i+NXzTij (9)
j=1

iej
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In eq. (9), Tj indicates the trust factor of the jth neighbor of the i node and N indicates the total

number of the neighbors, & indicates the energy of the i node in the IoT network. From the IoT

network, the real nodes are selected based on the energy and the trust of the nodes that are subsequently
subjected to the route chosen phase exploiting the developed optimization.

3.2 Trust Calculation

The energy model [9] and trust [8] of IoT nodes are calculated in eq. (10).
Tij :Titjijjrect +-|-ii'rJ]direct +-|-ir'zjgoent +Til?j)/tes (10)

The trust exploited to evaluating the node trust is direct trust Ti‘yj}rECt , indirect trust Tiiv?d"ec‘, new trust

bytes

g
Direct trust: It [8] depends upon the variation in the estimated and actual time and this calculation

is based upon the witness factor that donates for the improvement of node trust. The fitness depends on

T/*", and trust- based on the number of bytes transmitted T¥'* . Trust factors include:

i" node that admits the public key and the s"base station in IoT that authenticates the node
interpretation of the public key. Hence, the direct trust is devised as eq. (11).
; 1 . Tkey _ Ekey

T () = 3 [Tﬁ}m (t-1)- {— +o (11)

T key

In eq. (10), E*¥indicate the anticipated time to receive the key, T*¥ denotes the suitable time
necessary to transmit the key and o denotes the witness factor of j" destination.

Indirect trust: It [8] is important when a node obtains the public key for validation which does not
embrace an observer value. Indirect trust is stated in eq. (12), Nshows the total neighbor nodes in it

node.

N
Tilyr}dlrect (t) _ WZTilyr;(d”eCt (X) (12)
i=1
Recent trust: In the network, the recent trust [10] is calculated as devised in eq. (13), 0 =0.3.
Tir’ejcent (t) — o Ti(’J}rect (t) 4 (l _ (x)>< Tii’r}direct (t) (1 3)

Trust based on data bytes: The routing robustness is improved during the addition of the trust
factor which is based on the data bytes that depend upon the whole count of data bytes transmitted from
the source node to the total number of the data bytes and it is stated in eq. (14).

1 |al; ol

To == x| 2y 1L 14
=5 (14)
In eq. (14), 6,‘ j Indicates the bytes achieved by the destination node and 6: j indicates the data bytes

forwarded using the source node. The data packet limits are indicated asd .

3.3 Network Energy Model

In IoT, the sensors are completely battery-operated and therefore, nodes energy is the most important
constraint that requires to be controlled as it is necessary to extend the life-span of the IoT network. In
the node consider the energy [11] at the start of the communication is g;. Whilst transmitting data

packets, the dissipation of energy happens as per eq. (15).
eais(Ki ) = Betee X +£pa x £ X[K; —Hj||4;if |Ki=Hj] 2B (15)
In eq. (15), adis(Ni) indicates the energy dissipation, gge indicates the electronic energy of i" node.
The count of bytes transmit by i node is indicates as, ¢ i and gp, indicates the energy of power amplifier.
The dissipation of energy depends onfjso that the distance among the i" sensor node and " head is
calculated and evaluated with B,. When the distance among nodes Kj and its equivalent H;lies under f,
the energy dissipation in the normal sensor node depends on eq. (15) or else, the energy dissipation of K;

is calculated depends on eq. (16).

s (K1) = e x €1 + 5 £ x K |5 [ M <Bo (16)
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€
Lo, = i an

In eq. (17), &g denotes the energy in free space. The electrical energy is stated in eq. (18).
€elec = &tx T €agg (18)
In eq. (18), gy denotes the data aggregation energy, and e stands for the transmitter energy.

||Ki -H J|| symbolize the distance between the i node and i CH. The energy dissipated at i cluster head
1s stated in eq. (19).
£ais(H; )= etec ¥/ (19)
Formerly the transmission of data and reception ends, the nodes and CHs are updated as stated
below:

e (Ki) =2 (Ki ) —gis (K ) (20)
g (Hi) = (Hi)—eais(Hi) (21)
In eq. (19), (H j)denotes the dissipated energy of CH through the transmission of data packets by the

normal node.

4. Optimized Proposed Approach for Trust Energy Routing

4.1 Smart Inertia Weight

The arithmetical formulation of BA has a few resemblances to PSO [12]. Moreover, the exploitation
and the exploration ability of PSO are improved by integrating inertia weight [13]. Hence, [14] have used
inertia weight to the conventional Bat Algorithm. Here, an inertia weight is exploited for balancing the
exploration and exploitation astutely, which is computed as follows:

Wi :[Wend +(W, —Weng )ijxt(f(fmx—_ffi)xw (22)

max max — 'min
In eq. (22), w, indicates the utmost inertia weight factor, k designates the utmost count of
iterations, Wwgy point out the least inertia weight factor, f,, indicates the optimal fitness value, k
indicates the present number of iterations, f,;,indicates the worst fitness value, f; indicates the fitness
value of the bat, y and t indicates constants. It is understandable that the developed weight comprises

of 2 types. The inertia weight alters the number of iterations in the linearly minimizing part. It
guarantees that the proposed method has a high inclusive penetrating ability. In addition, the other
element can update the location of the bat based on the fitness value. Hence, the updated equation is
defined in eq. (23), U;(t) indicates velocity, X; indicates location.

Ui (t+2)=wy = Ui (O)+(Yi(0)-y. i (23

4.2 Crossover Operation

Local searching is an important segment of the conventional Bat algorithm. Nevertheless, the arbitrary
walk is not adequate for multifaceted tasks. Here, the hybrid BA with the crossover functions of GA [15]
to resolve this issue. The arithmetical modeling of GA is shown in eq. (24).

Ynew =Wy; *Ppest *(1_C)+ Y« *C (24)
In eq. (24), ppet indicates the optimal solution of current iteration, y, indicates the global optimal
solution and € indicates constant. Fig 2 shows the flow chart of the proposed model.

4.3 Beta Distribution

In the conventional BA, the frequency is updated as per Eq. (25), pindicates the random number.
fi =fmin + (Frnax — Fiin B (25)
Nevertheless, the formulations do not obtain the fitness value of every bat into deliberation [16]. In

the new arithmetical formulation, the frequency will be updated based on the fitness value of every bat.
The beta distribution is stated in eq. (26).

f(y;a’b):ﬂ—_wm (26)

Vi 1-v)°1du
0
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where a>0and b>0indicates constant.

The frequency update formulation is stated in eq.(27).
fi = Frnin + (Fmax — fmin)* B(ag, by ) if fit(i) < avgfit) @mn
{fi = Frmin + (Fmax — fmin)* Bz, b, ) if fit(i) > avg(fit)
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Fig. 2. Flow chart of the proposed model

5. Result and Discussion

5.1 Experimental Procedure

In this section, the simulation analysis of the IoTs using a developed multicast routing model was
discussed. The analysis of the outcomes was extremely detailed. The experimentation has experimented
in MATLAB and the experimentation was analyzed with 50 and 100 nodes to analyze the absence or
presence of the two kinds of attacks.
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5.2 Performance Analysis

Tables 1 and 2 summarize the analysis of 50 nodes 100 nodes based on the performance measures in the
presence of attacks. In Table 1, the developed technique obtained minimal delay, maximal energy,
throughput, and detection rate. The analysis is done using 100 nodes in the experimentation, the delay of
the developed technique has attained minimal delay, maximal energy, throughput, and detection rate. At
last, Tables 3 and 4 show the analysis in terms of attacks. The techniques are evaluated based on the
performance measures and it was known that the developed technique obtained the maximal
throughput, minimal delay, and maximum energy, for both nodes.

Table 1: Analysis of adopted and existing approaches with the presence of attacks for 50 nodes

0.4313 0.7737 0.3983 74.3481
0.4181 0.7737 0.0744 71.371

0.4771 0.7737 0.3983 47.7494
0.4713 0.7737 0.0744 73.0087
0.4087 0.7737 0.0744 71.3997
0.3739 0.7737 0.0744 77.4374

Table 2: Analysis of adopted and existing approaches with the presence of attacks for 100 nodes

76.8133 0.0663

0.6989 76.6678 0.3983
0.6989 77.6766 0.0663
0.6989 77.3893 0.0663
0.6989 76.0186 0.3133
0.7338 83.1776 0.3368

Table 3: Analysis of adopted and existing approaches with the absence of attacks for 50 nodes

44.11

0.4977 44.4479 0.7472
0.4244 42.7277 0.7422
0.4419 42.2747 0.7422
0.4422 44.9422 0.7441
0.2491 71.0447 0.7449

Table 4: Analysis of adopted and existing approaches with the absence of attacks for 100 nodes

0.303 79.533 0.9339
0.3263 79.99 0.9663
0.3629 79.337 0.9723
0.335 79.927 0.9762
0.3357 90.373 0.9597
0.1955 92.53 0.9917

6. Conclusion

In IoT applications, the energy-aware multicast routing was important that is carried out by exploiting
the developed optimization, Hybrid Bat, and Genetic approach. For multicast routing, the optimal chosen
of the routes was enabled exploiting the objective model based upon the energy and trust factors that
select the efficient nodes to establish the routes. In the experimentation environment, the evaluation
exploiting 50 and 100 nodes shows that the developed technique obtained superior performance in
evaluating the conventional techniques. The evaluation with 50 nodes shown that the developed
technique obtained a minimal delay, maximal energy, throughput, and detection rate. Conversely, in the
non-attendance of the attacks, the developed technique obtained higher throughput. Similarly, the
evaluation exploiting 100 nodes obtained superior outcomes regarding the performance measures.
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